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1. Introduction

The objective of this report is texplore the current state of technology progredbat impacts
lifecycle data models and methods for data capturing atada management inthe Industrial
Internet of ThingglloT) and Industry 4.0, anth the automotive gctor. The reportoverviewsa set of
the most popular standardsand data models with the potential to further enhance ongoing
developmens in these two sectorsThe identified standardsand modelsserve asa basisfor the
conceptualmodel of the Digital Twin demonstrator, whictvill be designedand implementedin a
later phase of theproject, with the aimto simulateandvalidate physical processes and their lifecycle
phasesn domainscentral to 0TACP&dustry 4.0and Automotive Driving

This report is organized as follows. Section 1 describes our motivation to explore lifecycle data

models supporing new digital manufacturing initiatives across Eurcged relying on Industry 4.0

technologiesge.g Internet of Things (10T), Cyber Physical Systems (CPSs), Smart CPSs, Smart Data and

Smart Factory. Section 2 brieflyesens two technical reference architectures: the Reference

Architecture Model for Industry 4.0 (RAMI 4.0) and the Industrial InternéérBece Architecture

(IIRA), which role is to serve as ttexhnical blueprintfor interoperation and standardization in

Industry 4.0. Section 3 overviews standards and recommendations for Industry 4.0, including Smart

Manufacturing standards related to gauct development, production system, business process and

supply chain lifecycle phaseautomotive standirds for Intelligent TransportyStems and their

functional safety, and the oneM2M open standard for 10T interoperationaddition to a set of

related standards explored in 10T4CPS, we received an additional overview of standards as the

exchange of knowhow between I0T4CPS and the European Seml40 profBE€@SEIA 6924662,

Call 20122, Innovation Action) an®eml405 mdm GwS L2 NI 2y | 2 tPRydicah O / 2y

t NERdzOG A2y { & &-Ho® Yirarsfér in¢ludés thg yoRowing statef-the-art sections

presentedin Appendix 1, Appendix 2, and Appendix 3 of this report, respectively:

1 Appendix 1: State of the Aih Security, Safety, Lifecycle Process Standards and Best Practices
Guidelines (c.f. Seml40 D1.1, Section 5.3);

1 Appendix 2: State of the A Process Management Standards (c.f. Seml40 D1.1, Section 5.4);

9 Appendix 3: State of the Aih Business Processddelling Languages (c.f. Seml40 D1.1, Section
5.5).

Section 4presents an exemplary scenadceated to capturdifecycle data models ithe automotive
industry. The scenario firstlidentifies assets inthe automotive sector Secondly, we modelsses

and create lifecycle data modelgnote Appendix 4 and Appendix 5 contain data lifecycle models
related to production phases (e.g. design, operation and maintenance) and product data,
respectively. Section 5 concludes the report.

1.1 Motivation

In April 2016, the European Commission presented a set of measures to suppaliitieation of
industry across multiple domains. These measures are known abBitligsing European Industry
(DEDinitiative and include a set of national and international initiatives and standards, reference
architectures and interaction protocoldesignedto support and interconnect the digital industrial
platforms of the future [ECDSM1§$ee Figure 1 and Figure. Zjhe DElinitiative emphasizes the
need of the future digitized platform infrastructures to interact with each other and be trustworthy,
i.e. to present high degree of tradeffs between safety, security and availability, as well as
monitoring and supervision capabilitiesrum-time.
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Figurel. Building a connected world throughgital economy (source: [WEGEL17]).
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Figure2. Standardizatiodandscapgsource: [WEGE17]).

The focus of work package WP 10TACPS, is to design and implement a digital monitoring and
decisionmakingdemonstratorfor the validation of the 10T4CPS toaisindustry 4.0and Automotive
Drivingdomains With respect to theDEI initiative, the main aim of WR&to design an open source
demonstrator that could be interfaced with the European industrial platforms of the future. The
design and development of suehdemonstrator (0T4CP®igital Twinin the rest of the document)

is expected taleliverscientificaly relevantresultsand industryfocused solutions.

Thisreport overviewsthe existinglifecycledata models standards and initiatives in two domains of
interest. To identify components and services that are of relevance for the 10T4CPS DigitahiBwin,
report explores a set of existing digital platforms and experimentation testbeds that are developed
(or are currently under the development)nder the EU programmesloT-01-2016, FoF11-2016
(Factories of the Future=0F)) on Digital Automatiomnd BJ H2020 ECSEL JU projd€Eigctronics
Components and Systems for European Leadership/ Joint Undertaking) which address capabilities of
essential systemic and strategic importance in Eujopée design and development of th&T4CPS
Digital Twinincludetwo use caséased validatiorenvironments andwill be tested within complex
industrial regulatory environments incorporating sectoral gomce models, security policig SDPR
(General Data Protection Regulation), and other guidelines, e.g. Articlat29HDotection Working
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Party: WP29 Guidelines on Automated Individual DeciMaking and Profiling for the Purpose of
Regulation 2016/67%hat has beerrevised and adopted in February 2018.

1.2 Industry 4.0 Enabling Technologies

The Industry 4.0 term i©2 A Y SR 0@ ALYRAZAGNAS noné 22NJAy3 DN
initiative. It iséa collective term for technologies and coptseof value chain organizatiefHEPO15].

Over the course of timethe concept of Industry 4.@as evolved from mass production to mass
customization, dynamic supply networks, adaptive workspaces and economy based on self
reconfiguring machines, predictive maintenance, dice authors in [PEAA18] propage following

technology classification schemerfindwstry 4.Q includingfeaturesthat characterize Industry 4.0:
virtualization/ digitization interoperability network collaboration automatizatio decentralization

reattime availability remote monitoring and mobility flexibility masscustomizaion, service

orientatiory service sharingandenergy efficiency;

The core technologiesf the Industry 4.0nclude

1 CPSs technologiesuch as Machine to Machine (M2M), embedded systems, Mobile
Computing, Communication Interfaces, Manufacturing Execution Systems (MES), Monitoring
Application, Multidimesional data correlation, SmartnAlytics, Clustering for similarity in
data mining, saindards for data transfer, standasdn security procedures, cylsscurity,
telecommunications and the cloud, etc.

1 loT technologiessuch assensors, RFID, mobile technologies, actuators, smart phones,
standardized software, hardware interfaces, smart obgesmart networks, data acquisition
systems, connecting the machines and equipment to suppliers, smart and swased
humanmachine interfaces, hiquitous computing, crowdsourcing, etc.

1 Smart Data technologiessuch as Cloud Compng, Big Data, storingnd analygg data,
traceability and conditions of devices, simulation models, production status, energy
consumption behavieNE Odza 12 YSNJ 2NRSNBE FyR FTSSRol O adzlJ

1 Smart Factory technologiesuch as Smart Product, Smart LogsstiBmart Machines, Smart
Devices and @cesses, decentralized intelligence, smifimization and reconfiguration
machines, automatic solutions, adjusted production schedules, optimized capacity, 3D
printing, autonomous vehicle, small and autonomous maaotufang cells, selbrganizing,
adaptive logistics, complex and intertwined manufacturing networks, transparency and
traceabilty of the products during lifeycle,and more.

CPSsThe first Industry 4.0 reference modslpresented in [KAWJ13]. imtroducesthe CPS as the

key technology for Industry 4.0, amthhancegraditional production processdsy adding intelligence

to them [LEEOS8][LEBK15][JAZD14]. CPS integrates computational paradigms with the physical
processes [LEEO08], and creates capabilities of the intelligent manufacturing systems, such as
reliability, selforganizations, selfepair, predictability, interoperability and tr&ohng [MONO14] A
comprehensive review of the existing middleware solutions for integrating heterogeneous computing
and communication devices arfdr supporting interoperability within the diverse applications and
services is given in [RMJP16]. It addresséddleware for Wireless Sensor Networks (WSN), RF
identification (RFID), M2M, and Supervisory Control And Data Acquisition (SQM@Pstori
defined the concept offyber Physical Production System (CPP®) | 3INRdzLJ 2F G dzi 2y
cooperative elementand subsystems that are getting into connection with each other in situation
dependent ways, on and across all levels of production, from processes through machines up to
LINE RdzOG A2y |yR f23AaGA0a ySig2N] aé¢ wahbhmng o

Smart CPSsSmart CPSs are complex engineering systems built to support reasoning, learning,
adapting, and evolving of the systeni® fully exploit the potentials of C®&nd loT, advanced data
models should be employed, such as ontologidhat represent semantic and formal
conceptualizations of concepts in a domain [GAFN15]. The semantic data management for the
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development and continuous reconfiguration of smart products and Digital Twins is explored in
[ABGD16]The authors in [TAHO18] analyse the catranderstanding and state of advancement in
designing smart CPSs for rtime, in the context of advanced manufacturing systems. Smart CPSs
belong to the category of complex and ribnear systems, with a set of featurdssigned to provide
reasoning capailities and theadaptation freedom of systems. For example, the authors in [TAHO18]
introduce four levels of CPSs, i.e. (1) the CPS that is designed to support conventional control
mechanisms and can regulate parameters to a known degree, (2) the CRSdhaigned to support
alternative known modes of control and to select the optimal mode of control duringtim, (3)

the selflearning CPS with the ability to adapt predefined control algorithms during the exploitation
period, and (4) the CPS withdgly unknown changes.

Twin.The conceptofwinsg & FANRGf & dzASR Ay b! {1 Qa ! L}Rff2 LN
vehicles: the one to be sent in space, and the other one to mirror the conditions and performances of

the vehicle in space, during the flight mission [BORO16]. The twin concepebasused in aircraft

industries as a core for the optimization and validation technologgirofaft systems based on the

integration of sensor data, historicahaintenancedata and other available historical/fleet data
[SHAF10][SHAF12].

Digital Twin. The term Digital Twin has beereated by M. Grieves in 20@2d hasevolved over

GAYS FTNRY daO2yOSLJidahtf ARSIt F2NJt[a ot NPRdzOG [ A1
GOGKS AYTF2NXIFGAZ2Y YANNRNAY 3 Y2RSTt & Practizally, the tergi2 6 R &
Digital Twiris inwidedza S FNRBY wHwanmmI RSTFAYSR +a al asSia 27 @
describes a potential or actual physical manufactured product from the micro atomic level to the

YI ONER 3S2YSiNR GGRVIIT.SESt Q8D 2d Dixi 1A 2 27T YYYAONER OK
0SOKy2t23AS4QQ 2LISYSR GKS gl & F2N pradst nodeB | G A2y
along their lifeycle phases merge and analyse the acquired sensor data and communicate their
production and operating conditionFABGD1qSAMW17]. Such technology evolution shifted the

concept of twins from the aerospace industry infledustry 4.0[RHOM15], ensuring information

exdhange throughout the entire manufacturing lifecyglrase§ABGD16][ROWL15], virtualization of
manufacturing systems [SCRO16], decision support and system behbaged predictions

[KRAF16], as some of the major features of the Digital Twin.

The full oerview of the Digital Twin definitiorfsom the literatureis given in [NEFM17], defining the
SAAAGIE ¢gAYy A | GLNRBRdAzOG RAIAGEE O2dzy G SNLI NI
simulation in a virtual world to predict future states of the@ & (i S Y ¢  Ih® Digitl Tminénded

to be supported by a proper data mod#iat structures information about the system design,
production, operation, its history, its behaviour and current stdmally the following types of the

Digital Twin can beurrentlyfind inthe literature [GRVI17]:

9 Digital Twin Prototype (DTP): it includes information related to requirements of a physical
object, its 3D model, Bill of Materials (BoM) and material specifinatiill of Processes
(BoP), Bill of Services (BoS) and Bill of Disposal (BoD);

9 Digital Twin Instance (DTI): it includes information such as 3D model with General
Dimensioning & Tolerances (GD&T) describing geometry of the physical object and its
componentf | . 2a GKIFIG tAaGa GKS 202S00Qa 0O02YLRYS)
on the object anindustrial Internet of Thingd related measurements, operational states
captured from sensor data;

9 Digital Twin Environment (DTE): it enables operationgshenDigital Twin to support either
prediction of the future behaviour and performances, or interrogation for the histories and
data correlation.
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1.3Industry 4.0and AutomotiveDrivingTechnologies

Industry 4.0 (orSmart Manufacturing has evolvedfrom the following concepts: the Computer
Integrated Manufacturing (CIM) in the 1980's, the Reconfigurable Manufacturing Systems (RMS)
[KHIM99][KOSH10], the Smart Factory initiative based onldfieand embedded intelligence
[ZUEH10], the Ubiquitous Facgoconcept and its reference architecture encompassing the following
four layers: the shop floor, the application system, the information infrastructure, and the lifecycle
layer [YOSS12].

The role of 10T irindustry 4.0is to create and collect reéiime sensor data that can be exchanged
through the Internet [SABAOO]. As such, IoT can be usembmtrol sensordevicesremotely and
across network infrastructuresyhich results in higher efficiency and accuracy of indakgystems.

Edge fog and cloud computing technologies enable the analysis and correlation of Adiéicial
Intelligence Al) technologies enable data mining and the creation of added value through knowledge
discovery, while Big Data technologies previslystematic analyses of a variety of data generated
along the entire product lifecycle (product design, manufacturing, testing, operation, maintenance,
disposal), supporting a rapid decision making and improving productivity of manufacturing systems
[DEPR2][LEKY14].

Manufacturing modeldased on CP&n be classified into the following groups:

1 GKS [88Qa p/ /t{ O2yOSLiiddt FNDOKAGSOGdNB F2|
supports plug & play smart connection. The 5C CPS architecture provides smart analytics for
subsystem health; enables Digital Twin model for components and machidéscognition
for decision makingand selfconfiguration for resilience. It is composed of five layers: (i)
smart connection, (ii) datto-information conversation, (iii) cyber, (iv) aogon, and (v)
configuration lgers [LEE15];

1 the Virtual Engineering @ect/Virtual Engineering Process (VEO/VEP) conceptual
architecture presented in [SSST18jat can be considered as a predecessor of the Digital
Twin concept, in which the manufacturing system is associated to its virtual representation
and all real object have their virtual countpart in a virtual environment;

' the integration ofcloud computing technologies into the 5C ORS O §ed, Snsdririgthe
scalability of storage, computation, and cross domain comication capabilities [ALSA17]

According to the literaturgeview exploiing the availability of simulations and simulation tools for
the Digital Twin inndustry 4.0sector (see [NEFM17], Table &mulations are mainly focused on
complex behaviour of production or data exchangemulation, while simulations tools in
manufacturing are currently not availabl@he authors in [HAAN18] defintbe Digital Twin as a
comprehensive digital representation of an individual product, its properties, condition and
behaviarr. Its core functioality is to support design tasks and/or to validate system properties
through the multidomain and multievel simulations along all lifecycle phases, including operation
support [BORO16]. In other industrial practices, the Digital Twins are built toaser¢he
manufacturing flexibility and competitiveness, improve the product design performance, forecasting
the health and performance of smart products over lifetime (i.e. Predix by GE), improving efficiency
and quality in manufacturing (i.e. Simcenter 3Iy Siemens) or enabling synchronous data
transmission between the product and the factory (i.e. Tesla) [SAMW17].

In Automotive Drivingthe Digital Twins are defined as a life management and certification paradigm
that incorporates models and simulationsonsisting of abuilt vehicle states, loads and
environments, and vehiclspecific historydata [HOLN17]. The authors in [REMM13] look at the
Digital Twin as a simulation that integrates antmard health management system, maintenance
history, historicavehicle and fleet data. Here, Digital Twin can mirror the entire lifecycle of a specific
physicaldevice enabling significant gainsiits safety and reliability.
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2. Reference Models for Industry 4.0

There exist two reference modeldesigned as a technology blueprint famteroperation and
standardization inindustry 4.0. These anhe Reference Architecture Model for Industry 4.0 (RAMI
4.0) andthe Industrial Internet Reference Architecture (IIRA).

2.1 Reference Architecture Moddrfindustry 4.0 (RAMI 4.0)

The RAMI 4.0 is based on the Smart Grichikecture Model (SGAM). FigureilBistrates the RAMI

4.0 architecture that is defined in a threémensional space. The first horizontal axis of the RAMI 4.0
architecture represents th&alue chain and the lifecycle, the second horizontal axis represents the
different hierarchies of a production system (i.e. products, field devices, control devices, station,
work centres enterprise, connected world), and the vertical axis contains dieviing six layers: (1)
physical world (asset), (2) integration of software and hardware components, (3) communication
capabilities, (4) information creation through data, (5) functional properties and (6) business
processes [RAMI4.0].

Referenzarchitekturmodell Industrie 4.0 (RAMI 4.0)

Layers

Business
Functional ....&
Information

Communication

Figure 3RAMI 4.0 Reference Architecture, source: [RAMI4.0]

2.2 Industrial Internet Reference Architecture (IIRA)

The Industrial Internet Consortium created the [IRA architecture model, based on ISO/IEC/IEEE
42010:2011 standard [IIRAL17]. The IIRA has a focus on various perspectives (business, usage,
functional and implementation viewpoints) efriousstakeholdersacting in the system, i.e. users,
operators, owners, vendors, developers and the technician who maintain the system. Bigure
illustrates the five funtional domains defined in lIRADNtrol, operation, information, application

and business domains, which acempared against system characteristics (e.g. safety, security,
privacy, resilience, scalability, reliability) and crog#ting functions (e.g. connectivity, distributed

data management, industrial analytics, intelligent and resilient control).

Insum, all Industry 4.@echnicalsystems should be designed and implemented by referring on RAMI
4.0 and lIRAeference architectures
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Figure 41IRA- Functional Domains, Crosscutting Fuot and System Characteristics [IIRA17]

2.3Interoperability Between RAMI 4.0 and IIRA

In a recent jointwhitepaper bythe Industrial Internet ConsortiuriiC)and the Plattform Industrie
4.0 [IRARAMI17],the authors conclude that the two architectures have good complementarity:
while 1IRA has a broader scope, RAMI is deeper when it comes to 10T in manoépahd to shop
floor connectivity.The whitepaper shows a souridundation for these two organizations to further
collaborate to enrich each reference architecture and to further drive interoperability of lloT
systemsThe following quote from th&hitepaperillustrates the current undestanding (p14).

OCORRESPONDENCE BETWEEN IICF AND RAMI 4.0 COMMUNICATION LAYER

To enable interoperability in one or cross industry domains, [IC and Plattform Indust
understand the need to harmonize and improve the connectivity standard(s) includi
lingua francafor I10T.

In the manufacturing environment, RAMI 4.0 spesifOPC UA as the core connecti
standard (using the IICF terminology) for connecting manufacturing product, equi
and process software. Furthermore, RAMI4.0 specifies TCP/UDP/IP communicatior]
possible future extension to TSN and 5G.
In [ICRhere are 4 core standards specified. One of them is OPC UA for manufag
Additionally, TCP/UDP/IP, TSN and wireless technologies are described in IICF.
This common ground is a good starting point for the collaboration between IIQ
Plattform Indusi NA S n dn dé

In the future,this collaboration willfocus on (i) addressingje semantic interoperability between the
two models andii) leveraging datanalytics(from [IRA for RAMI 4)@nd Industrie 4.0 components
(from RAMI 4.0or smartcomponents and devices in IIRRARARAMIL7].
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3. Overview of Standards and Recommendations for Industry 4.0

This Sectiosummarizesets of existing and emerging standards, recommendations and initiatives
the two sectors of interest imloT4CPSIndustry 4.0and Automotive Driving It underlines the
importance of using standardsvhichenabksclear interfaces, allow/for systenfunctionalities to be
reused,reduces complexity and increases productivity.

3.1Industry 4.0Standards and Recommendations

Industry 4.0 extends the traditional biness and manufacturing models and enabbssier
integration of smart products and their corresponding smart Supply Chain Management (SCM). In
2016, the EU H2020 FAR-2016 programmeemphasized the need foadopting advanced value

and supply chaktentric communication and collaboration schemes for manufacturing and logistics,
enablingmachine, human and organizational aspdctde mergedand supporting higher integration

of SMEs ito production supply chains. The FbE2016 funded projects exploit CPS, IoT, cloud
computing, robotics, Machinr®-Machine (M2M) communication, modelling and simulatié,data
analytics, as well as security by design. Heirtéhe rest of this sectio we firstly identify relevant

and ongoing FolE1-2016 projects (Table 1). Secondilye identify relevant EU H2020 EEL JU
projeds (Table 2).

Table 1. Relevant ongoing EU H2020-#4F2016 research and innovation action projects

Project name and URL Project short description

MAYA The MAYA project aims at developing a plant Digital T
The Future of Manufacturing to support activities along all factory lifecycle abes:
URLhttp://www.maya-euproject.com/ from the design, through the optimization of th

operational life, to the dismissal phase.

Deadalus It delivers distributed control and simulation capabiliti
(Distributed control and simulAtion platform t to support an ecosystem of digital automatid
support an Ecosystem of DigitAL aUtomation| developers. It is based on the CPS concept of virtua

developerS) intelligerce, fostering the creation of a Digital Ecosyst
URL: that goes beyond the current limits of manufacturin
https://cordis.europa.eu/project/rcn/205469 € control systems.

n.html

vf-OS It implements the Virtual Factory Platform that includ
(Virtual Factory Open Operating System) the manufacturing Virtual Store @&tore), integrated
URL: factory assets and legacy systgmintegration and
https://cordis.europa.eu/project/rcn/205550 g processing of data sources, an application for optimisal
n.html of communication and collaboration among supply ch
http://www.vf -0s.eu/ networks, and an Open Applications Development Kit

integrating external industrial platforms.

COMPOSITION COMPOSITION develops a data slgariacosystem
(Ecosystentfor Collaborative Manufacturing supporting the connection of data and services betwd
Processesg Intra- and Interfactory Integration | factories and their suppliersand supporting thg

and Automation) optimization of the manufacturing and logistipsocesseq
URL: and decisiormaking.It extends the existing fMVARE ang
https://cordis.europa.eu/project/rcn/205593 g FITMAN catalogues and LINKSmart® Middleware
n.html adapts the concept of Industrial Data Space (IDS).

DIGICOR DIGICORlJevelops a collaboration platform, tools, an
(Decentralised Agile Coordination Across Sujf services for the setup and coordination of producti
Chains) networks for planning and control of the collaborati
URL: production, logistics and risk management. The platfq
https://www.digicor-project.eu/ allows manufacturing companies and service provider
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create and operate collaborative networks across
value chain.

DISRUPT

(Decentralised architectures for optimised
operations via virtualised processes and
manufacturing ecosystem collaboration)
URL:http://disrupt-project.eu/

The DISRUPT platform facilitates data collect
orchestration and analytics to handle disruptions acr
complex manufacturing ecosystems at critical time scg
Within DISRUPT, the data collected is analysed to d¢
complex eents that trigger automated actions.

FAREDGE

(Factory Automation Edge Computing
Operating System Reference Implementation
URL:
https://cordis.europa.eu/project/rcn/205577_¢
n.html

It develops a factory automation platform based on ed
computingarchitectuies and I0T/CPS technologiesailhs
to provide a reference impmentation of emerging
standardbased solutions for industrial automation, alo
with simulation services for validating automati
architectures and production schedulisgenarios.

COSSIM

(A Novel, Comprehensible, UkFast, Security
Aware CPS Simulator)
URLhttp://www.cossim.org/

COSSIM  provides an opsaurce framework fof
simulating the networking and the processing parts of
CPS, performing the simulations, providing analytics
power consumption and security of the CPS.

Table2. Relevant ongoing EU H2020 ECSEprd|dcts

Project name and URL

Project short description

PRODUCTIVEA4.0

Productive 4.0 israEuropean cdunded
innovation and lighthouse program
URLttp://productive40.eu/

Productive4.0 tackles theoretical andconceptual
approaches in the field of Industry 4(Digital Industry.
Its focusis on practical implementations involving pig
test beds, zones of full scale testing in all industrieg
Europe. The reference implementations such as 3
printer farms, wstomized production or seltarning
robot systems will benefit from specific technological 3
conceptual approaches in fields like servaréented
architecture (SOA), 10T components & infrastructu
process virtualisation or standardisation

The implementation focuss on the three pillars digital
production (DP), supply chain networks (SCN) and
entire product lifecycle management (PLM).

Seml40

Power semiconductor and electronics
manufacturing 4.0

URL: http://www.semi40.eu/

Competitive productiorin Europe will be leveraged by
well-focused approach of automation and smg
production system integration in the domains
technologies, tools and methodologies which :
complemented by innovations in the area of sec
communication, knowledge manament, automated
decisioamaking andsmart production execution. Th¢
technological challenges in order to link the digital w
the real world, new technologies and solutions, n
standards, are notfully understood and developed
Hence, theSeml40 projectvill demonstrate how to apply
these new technologies and solutioimsreal Industrial usg
cases. Technical and so@oonomic impact is also g
essential aspect assessing the smart factory technolog

Table3 summarizes other internationdihdustry4.0 projects, initiatives and coalitionsith relevance

to the loTACP®roject.
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Table3. Other projects, initiatives and coalitionselated to Industry 4.0sector.

Project name and URL Project short description
FIWARE for Industry FIWARE for Industry is the European community and 1
URLhttp://www.fiwaredindustry.com/ sided digital platform that emerged from the FITMAN

project (Future Internet Technologies for MANufacturi
industries; ee www.fitman-fi.eu). It offersmanufacturing
industry its FIWAREnabled reference implementation
of Industry 4.0 business processes.

Open Platform for Smart Manufacturing It supports reatime, high value applications fq
URL: manufacturers to optimize production systemand valug
https://smartmanufacturingcoalition.org/open| chains. The major R&D challengésclude technical
platform-smartmanufacturing integration and cross industry collaboration, and (

intelligence addressing dynamic Supply Chain intellige
physical and performance intelligence and metrics.

AIOTI (Alliance folnternet of Things Created by the EU, AIOTI provides an overview
Innovation) Working Group WG11: Smart European research and demonstration activities in
Manufacturing field of digital manufacturing. At EU level, Sm
The report is available from [AIOTI15] Manufacturing is addressed in thEoF Public Private

Partnership (PPP), ARTEMIS/ESCEL domain (Bl
URLhttps://aioti.eu/aioti-w11-report-on- Components and Systems for European Leaders
smartmanufacturing/ see: http:/iwww.ecsel.eu/), the IERC cluster (Europe

Research Cluster on the Internet of Things; 9
http://www.internet -of-thingsresearch.eu/) and thd
Digital Business Innovation Community.

OPCGUA The OPC Foundation originatlgveloped standards thg
allow device providers to integrate their products into
URLhttps://opcfoundation.org/ Microsoftbased platform. OPC Foundation has evol

into an indgendent standards organization with its oW
certification and testing program [NISLO7].

MTConnect MTConnect is an opesource, reaebnly, extensible data
exchange standard for manufacturing, originally desig
to transform processelated information from proprietary
to structuredXML formats accessible for monitorif
applications [MTConnet] [MTComect-2]. The standarg
is based on HTTP and provides information models
communication protocols for enhancing the data
acquisition capabilities of manufacturing equipme
sysems, and applications and enablirg plugand-play
environment. It includes dur information models]
Devices, Streams, Assets, and Errors. These m
represent common vocabulary and structure {
manufacturing equipment data.

Despite the ongoing EU projecend internationallndustry 4.0initiatives and coalitionsthere exist
other standards and initiatives in théoTfield, including those with the potential to provide platform
interoperabilty at data and model levelsandto support data aggregation, processing, managing and
storing the data from heterogeneous data sourcés.sum the standards around Il0T can be
classified accordg to their applicability level (see: http://www.inteot-project.eu/approach)
i at the device level, providing seamless inclusion of novel I0T devices and their interoperation
with existing, he¢rogeneous devices (objects);
1 at the networking level, providing seamless support for smart objects mobility and
information routing;
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1 at the middleware level, providing seamless service discovery and management system for
smart objects and their basgervices;

1 at the application service level, providing reuse and exchange (import/export) of
heterogeneous services between different 1oT platforms;

i at the data and semantics level, providing common interpretation of data and information
based on globahared ontology in order to achieve semantic interoperability;

1 at the integrated IoT platform level, providing rapid prototyping of ciplsdform loT
applications;

9 at the business level, providing faster introduction of 10T technology and applicationssac
multiple application domains.

Several European and international 10T research projects have emphasized a strong need for the
semantic interoperabilityat data level. Standard development organizations such as (Magld

Wide Web Consortium), oneM2Mind AIOTI WG3 dégn standards to boost the acceptance and
adoption of semantic technologies by the {bdsed platforms. Anotheres of references comes from
Platform 4.0 (RAMI 4)@nd IICIndustrial Internet Consortiup(lIRA 2.0 Reference Architectuyel
addition, we looked at the existingcommunication protocols such as Production Performance
ManagementProtocol (PPMP) which is a baBis the Industry 4.0 platform from BOSChd the

cloud OPA@A (OPC Unified Architecture) communication standard that is exploited by the
MINDSPHERE platform from SIEMENS.

Finally, he National Institute of Standards and TechnologkS{ organizationdiffers amongthe
followingthree major group®f Smart Mamfacturing standard§NIST8107]:

1 Product development lifeycle,

1 Production system lifgycle, and

1 Businesprocesses and supply chain &fele.

3.1.1. Product Development Lifgde Standards
Standards relatedo the product developmentifecycle enhance modiéng accuracy and reduce
product innovation cycles. These standards can be classified into the following five categories (for
detailed overview of standards see [NI&I07]):
1 Modelling Practice e.g. standards that define symbolsdamles for dimensioning and
tolerance, or standards for printed boards and assemblies:
o ASMHEAmerican Society of Mechanical Engineers)

A Y14.5GD&T (Geometric Dimensioning and Tolerancing)

A Y14.41Digital Product Definition Data Practices

A Y14.36Surface Texture Symbols

o ISO(International Organization for Standardization)

A I1SO/TC 21&PS (Geometrical Product Specification) including 1ISO 1101 for
geometrical tolerances of forms, ISO 5459 for geometrical tolerances of
datums, ISO 14405 for dimensal tolerances, ISO 17863 for tolerancing of
moveable assemblies, etc.;

A ISO/TC 1aPD (Technical Product Documentation) including 1ISO 128 and ISO
7083 for technical drawings and ISO 16792 for technical product
documentation;

A the joint IEC/ISO 8171definesgraphical symbols for use in the technical
documentation of products;

A IPGD-325defines documentation requirements for printed boards,
assemblies and support drawings.

1 Product Model and Data Exchangfr capturing the representation of product and
engireering information to enable data exchange between CAD software from different
vendors:

Version V1.0 17



lIoTACPSI 863129 Data Models fothe 1loT and Indusy 4.0, and in thé\utomotive Sector

o STEP ISO 1030addressing a broader range of information for CAD representations,
e.g. 203 (in aerospace and defence), 214 (in automotive mechanical design
processel 210 (for printed circuit boards), etc.

o IS0 14306(JF)h visualization exchange format (CAD file)

o IS0 14739(PRCEProduct Representation Compact (PRC) format exchange

o IGES an exchange format for sharing product design data, adopted by ANSI since
1976;

o STLUStereolithography) used for rapid prototyping, 3D printing and additive
manufacturing.

o IS0 52915 AMFAdditive Manufacturing File Format) is an open standard proposed
to describe colar, materials, lattices, and constellations of a 3D objecivélig for
more complex descriptions of products, beyond basic geometry;

o MIL Standard 31000A0r sharing product mdel information & product lifeycle
[MIL-STBE31000A].

1 Manufacturing Model Datadefines the data needed to manufacture a product from a
design:

o IS0 6983 (&ode)is widely used for Numerical Control (NC) of machines;

o ISO 1464%efines a data model to enable a link between manufacturing operations
and the original CAD geometry data.

o IS0 10303238 (STER$ designed to extend ISO 14649 in order to integrate more
tightly with product design definitions.

o ISO 10303207 provides sheet metal die planning and design.

1 Product Catalogue Datasupport the description of particular instaes of products or
product parts:

o IS0 13584pecifies the principles to be used for defining characterization classes of
parts and properties of parts independent from any particular supqlefined
identification;

o IS0 1592@rart 4represents a specificainain and defines the engineering terms
required to design, build, and operate an oil and gas production facility;

o ISO 2274%rovides guidelines for the development of terminology for open
technical dictionaries and inventory and catalegystems.

1 Product Lifecycle Data Managemerfbcuses on the needs of logrm retention and
access to data consistéy throughout the product lifeycle.

o ISO 10303 AP23@lso known as Product Lifey€le Support (PLCS)esigned for the
exchange of complegroduct for lifelong support, i.e., the information needed and
created during the use and maintenance of products.

o PLM XMlis an emerging open format from Siemens for facilitating PLM [CHELOS]

o LOTAR (LOng Term Arginig and Retrievalproject focuses on lorterm access to
digital product and technical information through the development of standards
based archival and retrieval mechanisms. The results of that effort are recommended
practices on how standards can applied to longterm archiving of products and
associated design information.

3.1.2. Production System Lifgte Standards

Production system lilgycle refers to collections of machines, equipment, and auxiliary systems
organized to create goods and seesacfrom various resources [NF8TI07]. Thesestandards support
various perspectives such as complex system designnasdklling automation engineering, and
operation and maintenance (O&Myhich isdefined throughthe followingcategoriesof standards:

1 Production System Model Data & Practic@rovide information models for factory and
production system design, enhancing information exchange among stakeholders,
manufacturing agility and reducing manufacturing cost.

o Standards for manufacturing resource drprocessincluding
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A 1SO 10303 AP 21fbr representing different aspects of a manufacturing
system in development,

A 1SO 10303 AP 22for defining functional data for, and schematic
representation of, process plants,

A 1SO 1862%hat defines a Process Specification Language (PSL) aimed at
formally defining and structuring the semantic concepts intrinsic to the
capture and exchange of process information related to discrete
manufacturing,

A |IEC 62832 (Digital Factorthat definesa comprehensive network of digital
models, methods, and tools to represent the basic elements and automation
assets, as well as the behawnio and relationships between these
elements/assets.

A 1SO 17506hat defines an open standard XML schema for exchandigital
assets among various graphics software applications for plant geometry
representation and kinetics simulation.

A CMSD (Core Manufacturing Simulation Dataformation Model developed
by NIST and standardized by the Simulation Interoperability Standards
Organization (SISO) to define a daiterface specification for efficient
exchange of manufacturing lifgcle data in a simulation environment.

A PLC Open XMprovides standards to represent Programmable Logic Control
(PLC) including sequences of actions, internal beliavid objects, and
Input/Output (VO) connections.

A IEC 6233%efines specific phases and milestones in the commissioning of
electrical, instumentation, and control systems in the process industry.

A |IEC 61987defines a standard to facilitate understanding of process
measurement and control equipment descriptions when transferred from
one party to another.

o Standards for building/facilitymodelling

A 1SO 10303225 for building elements using explicit shape representation

A 1SO 10303227 for plant spatial configuration

A 1SO 16739, IFC (Industry Foundation Class) to facilitate interoperability in
architecture, engineering and construction industry

f Production System Engineeringcan be used to interconnect engineering tools from
different disciplines, e.g., system engineering, electrical design, process engineering, process
control engineering, Human Machine Interface (HMI) development, robotic programming,
etc.

o SysML (SystemModelling Languagel h a D Q &-puBd&ghtddeliiriglanguage
for systems engineering applications, particularly useful for production systems;

o Modelica(seehttps://www.modelica.org) is an objecbriented modelling language,
widely used in applications that model complex physical systems and
subcomponents of production systems;

o |EC 6113%tandard for programmable controller;

o IEC 61499 an open standard for distributed control and automation, upon which
entire goplications can be built from Function Blocks (FB) with event triggers;

o |IEC 61804efines FB for process control;

o IEC 62714 (AutomationML interconnects engineering tools from different
disciplines, e.g., mechanical plant engineering, electrical degigness engineering,
process control engineering, HMI development, PLC programming, robotic
programming, etc. [FNMM12];

o IEC 62452 for modeling and configuring production equipment (for field device
tool interface specification)

o |IEC 61804 for specifyimy Electronic Device Description Language (EDDL);
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o IEC 615080r electrical, electronic, and programmable electronic safetated
systems. It specifies requirementso ensue that systems are designed,
implemented, operated, and maintained to standards $afety integrity levels (SIL);

o |EC 6151%or specifying practices in the engineering of systems that ensure the
safety of an industrial process through the use of instrumentation;

o ISA/IEC 62443 (Industrial Automation and Control Systems Securit@ated to
improve safety, availability, integrity, confidentiality of components, to provide
criteria for procuring and implementing secure Industrial Automation Control
Systems (IACS), improve electronic security, reduce risk of compromising confidential
information, risk of causing degradation or failure of equipment of processes under
control, etc. (see: http://isa99.isa.org/Public/Information/Thé2443Series
Overview.pdf. For more informationoh { ! K L9/ cHnno Statd@®e ! LILISY F
Artin Security, Safety, Lifecycle Process Standards and Best Practices Gdidelines

o ISO 1384%rovides safety requirements and guidance on the principles for the
design and integration of safetglated parts of control systems)dluding the design
of software.

1 Production Lifegcle Data Managemenstandards define general models of data integration,
sharing, exchange, and hawoger for lifecycle support of production facilities:

o IS0 10303 239 (PLCSjas the most potential to model a manufacturing systant
its lifecycle;

o ISO 15926s the most wilely used production lifecycle data management standard in
the process industry. It defines a reference data model in Part 4 providing more
useful entities for representing process plants;

o ISO 159261 defines a class structure of various phenomena omgences that
exist in time and space in that industry;

o IS0 16739 (IF@efines a comran data model for building lifeycle support that can
be applied to manufacturing facilities;

o |EC 6289defines standards for lifecycle management for systems and predissd
in industrial process measurement, control and automation.

1 Production System Operation and Maintenance (O&Mdjandards define data processing,
communication, and presentation standards for condition monitoring and diagnostics of
machines, for maintaining the adequate performance of the system, and for searching ways
to improve performance. These standards inéud

o MIMOSA Open Systems Architecture for Enterprise Application Integration (OSA
EAlspecifications (widely used in the oil and gas industry);

o MIMOSA Condition Based Maintenance (CB$pecifications (widely used in the oll
and gas industry);

o IS0 13374efines data processing, communication, and presentation standards for
condition monitoring and diagnostics of machines;

o ASME B5.52 addresses performance and capabilities of machows at any time
in their lifecyclephases e.g., during specificationftar acceptance testing, or during
operation. It does not include processlated information [CHELO8].

3.1.3. Businessricesses and Supply Chain Lyfde Standards
There are several standarfisr the interaction among manufacturers, suppliers, custrs, partners
and competitors. These standardsre the keyto enhancethe supply chain efficiency and
manufacturing agility [N1S§107]:

1 General standards for business mdldgy and executing business processes; and

1 Manufacturing specific modihg standards (and corresponding message protocols).

Themain manufacturingspecific standardsupporting theintegrationare presented in [NIS8107]:
1 APICS SCQOBupply Chain Operations Reference) is a-besied process reference model
from Supply Chain Council (SCC). It is considered de facto standard for identification and
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promotion of best practices in the management and the operation of supply chain adtivitie
{/hw Aa | G222t F2NJ YIylI3Ay3a GKS adzli e OKL
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demand. Itis based on three pillarroess modelling and reengineeringeformance
measurements an@est practices.

1 OAGIgOpen Applications Group Integration Specification) describes a suite of engineering
and business message specifications and defines common content models as well as
messages for communication between busimepplications and guides for implementation.
Some industries and functions, which are spanned by OAGIS, inch@iEmmerce,
manufacturing, logistics, Customer Relationship Management (CRM) and Enterprise
Resource Planning (ERP). It contains specific tsrfoa common types of messages as well
as mechanisms for extending and customizing standards for specific needs.

 MESA B2MMIlis an implementation well adopted of ISA 95 data models, which facilitates
the integration of ERP as well as supply chain managemsgatems with different
manufacturing systems.

Other examples of standards for mdtieg and executin of business processes includeee
Appendix 3 for more details)

1 BPMN (Business Process Moliled) Notation) by OMG, is a standardized graphical notation
for drawing business processes, which also defines metamodel and interchange format;

1 XPDL (XML Process Definition Languaggjhe Workflow Management Coalition\(fMQO),
defines business process models that ahes the graphics and the semantics, and can be
executed, stored, exchanged;

1 ebXML (Electronic Business XMhy OASIS, standardizes the secure exchange of business
data;

1 BPEL (Business Process Execution Languag@ASIS, specifies business process hetmav
based on web services, XNdhsed, and models can be executed, stored, exchanged;

f UBL (Unified Business Languag®ASIS, is a generic XML interchange format, which can be
customized (in order to meet the requirements of industries);

1 WSDL (Web Servideefinition Languagepy W3C, is an XML format that describes network
services as set of endpoints operating on messages, contains documeented or
procedure oriented information;

1 ANSI X1dy ASC X12, is one of the most widely adopted Electronic Data Interchange (EDI)
document standards;

1 EDIFACT UN/CEFACT, an international EDI standard for Administration, Commerce,
Transport.

3.2 AutomotiveDrivingStandards and Recommendations

The automotive industrys currently going through significant changes: there are already electric and
connected vehicles on the roaadnd autonomous vehicles are tested around the glared will enter
mainstream in a few yearss 2 R @ Qa4 St SOGNARO |yR ldzi2zy2Y2dza @SK
computerassisted technologiesgncluding sensors, invehicle operating systems, analytics, smart
navigation and more. Thereford} is necessary to find a wag ensue technologicainteroperability

and to support the communication and interactioramong vehicles andheir environment. The
information gathered from vehicles (e.g. invehicle operations, occupants, planned journeys,
environment etc) can be used to make the journey morei@tnt, reduce the costs or even
contribute to safety.For this to become real, the vehicle has to communicate with a range of other
systems, like traffic management, weather monitoring, pollution control, emergency response, fuel
supply. If this is enabtk it could also improve road utilization, e.g. traffic lights could be turned off as
computers invehiclesand traffic management system could interweave.

Standards are needed to ensure that different technologiegiutomotive Drivingcommunicate
effedively, but because manufacturers have been deysig intelligent devices for 40years,
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various protocols areurrently in use in various industrie’hey were not designespecificallyfor
IoT and there is no consensus on which standardsbeadopted for a specificpurpose. For the
automotive industry this means that multiple manufacturers use multiple systems, which leads to
smart vehicles not being able to communicate with each otfAercreate an efficient smart road
infrastructure, bes practice sandards are needetb ensure the transmission of operational and
environmental information between smart vehiclesFor example, the bloTope project
(http://www.biotope -project.eu/) aimsto establish a marketplace for services provided by intelligent
systems. These services should be able to communicatesaith other using open standardsg:
1 O-DF (Open Data Format), Open Group: similar to HTML, way of encoding and describing
information (https://publications.opengroup.org/cl4a
1 OMI (Open Messaging Interface), Open Group: similar to HTTP, format for exchanging
information (ttps://publications.opengroup.org/c14b

Oneof thebloTope&) &  dza 1§ de€ckib&dSaa followsA car arrives in a smart city. It is able to make
contact with other smart devices in its environment, so it can deliver useful information to the driver,
like the quickest route, location of a free parking space or the availability of an electric charging
point. | Stddslards are the key in the world of electric and autonomous tarensure
interoperability of various technologi¢slAJO17]

3.2.11SOStandarddor Intelligent Transport Systems

An overview ofstandards in Cooperative Intelligent Transport SysteriT&) fieldis given in [ITS
278]. The overall objectiveof GITSis to improve safety, suainability, efficiency, comfort irthe
automotive sector. It includes thelowing standards (see Figurg 5

1 ISOITS 19091:2017ITS ¢ Cooperative ITS; Using V2I and 2V communications for
applications related to signalized intersections): message, data structures and data elements
to support information exchangebetween roadside equipment and vehiclds, improve
safety, mobility, environmental efficiencgde:https://www.iso.org/standard/69897.htmjt

1 ISOITS 17429:2017TS ¢ Cooperative ITS; ITS station facilities for the transfer of
information between ITS station): generic mechanisms to enable informatkohange
between ITS stationgonform to ITS station reference architecture (ISO/TS 21217)

1 1SO 21217:2014I1TS¢ Canmunication Access for Landdidiles (CALMY Architecture):
communications reference architecture of nodes (ITS station units), destgredoport the
deployment in ITS communication networks, describes various communication modes
between ITS communicationodes $ee https://www.iso.org/standard/61570.htmt

1 ISO/TS 19321:2018TS¢ Gooperative ITS, Dictionary of IAVehicle Information (IVI) data
structures):1VI data structures required by differg ITS services fdnformation exchange
between ITS stations, general extensible data structure, containers for cwdaegnt
information, divided into data frames and data elements
(see:https://www.iso.org/standard/64606.htm)

1 ISOITS 17419:2014TS¢ Cooperative systemsg Classification and management of ITS
applications in a global context): specifies GCMA (Global Classification and Management of
ITS Applications), based on ISO 212peécHies globally unique addresses and identifiers
(internal and external of ITS station) and how they are used for classification, registration and
management of ITS applicatiorseé:https://www.iso.org/standard/59720.htmjl

1 ISO/TS 18750:2018TS¢ Cooperative systemsg Definition of a global concept for Local
Dynamic MapqLDMs): describes functionality of INDs, in context ofBounded Secured
Managed DomaiBSMD (see:https://www.iso.org/standard/63273.htmjl

1 ISOITS 17425:2018TS¢ Cooperative systemg Data exchange specification forvwehicle
presentation of external road and traffic related data)-vihicle sigage service and
application about road and traffic conditions (qualified by road authorities/operators)
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=

WG 5 Fee and Toll Collection

WG 7 Freight Operations
WG 3 Public transport WG 8 Public transport

WG 10 Traveller information systems
WG 7 ITS spatial data W& 3 Database technology
WG 8 Road traffic data / DATEX WG 9 Transport Information and Control

WG 10 Human machine interfacing 1SO/TC 22/5C39/WGS HMI
WG 14 Vehicle/roadway warning systems
WG 16 CALM
WG 17 Nomadic devices
WG 12 Vehicle identification WG 4 Vehicle identification
WG 1 ITS architecture

WG 15 eSafety/eCall
WG 16 Cooperative ITS WG 18 Cooperative ITS
WG@G 17 Urban ITS

- Working Group - Joint Working Group D Dormant Working Group

Figure 5 GITS Working Groups, Joint Working Grs@and Dormant Working Groups [ITS 278]

3.2.2 ISO Standards fBunctionalSafety

f

f

ISO 2626210:2012 (Guideline on ISO 26262): overview and the description of general
concepts of ISO 26262 (sétps://www.iso.org/standard/54591.htnjl

ISO 26262:2011Road Vehicleg Functional Safety)standards applied tsafetyrelated
systems that include one or mordeEtrical and/orHectronic (E/E) systemsot addressing
E/E systems in special purposghicle (e.g. vehicle for driver with disabilitiespt addressing
hazards related to electric shock, fire, smoke, heat, radiation, toxicity, flammability,
reactivity, corrosion, release of energy (unless directly caused by malfunctioning ba&havio
of E/Esafetyrelated systems)

ISO 26262A:2011 (Vocabulary): terms, definitions, abbreviated termgsee:
https://www.iso.org/standard/43464.htmnjl

ISO 26262:2011 (Management of functional safety): reqaiments for functional safety
management for applications project-specific requirementsaddressing management
activities in safety lifecyclesee:https://www.iso.org/standard/51356.htmjl

ISO 26263:2011 (Concept phase): requirements for conceptagh of Automotive Driving
applications, such asem definition, initialization of safety lifecycle, hazard analysis and risk
assessment, functional safety concépee:https://www.iso.org/standard/51358.html

ISO 262624:2011 (Product development at the system level): requirements for product
development at system el for Automotive Drivingapplications, such asquirements for
initiation of product development at system leyaéchnical safety conceptystem design
item integration and testingsafety validation functional safety assessmergroduct release
(see:https://www.iso.org/standard/51359.htmjl

ISO 262625:2011 (Product development at the hardware level): requirements for product
development at hardware level foAutomotive Drivingapplications requirements for
initiation of product development athardware level specification of hardware safety
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requirements hardware architectural metrigsevaluation of violation of safety goal due to
random hardware failures, testingee:https://www.iso.org/standard/51360.htmjl

1 1SO 26265:2011 (Product development at the software level): requirements for product
development at software level forAutomotive Drivingapplications requirements for
initiation of product development at softwarleve| software safety requiremenisoftware
architectural design ftware integration and testing verification of software safety
requirements(see:https://www.iso.org/standard/51362.html

1 1S0 262627:2011 (Production and operation): requirements for production, operation,
device decommissionin@ee:https://www.iso.org/standard/51363.htm)l

1 1SO 2626:8:2011(Supporting processes): requirements for supporting processtsfaces
between distributed developments configuration management change management
verificationand cocumentation(see:https://w ww.iso.org/standard/51364.html

1 ISO 26262:2011 (Automotive Safety Integrity Level (AStiiented and safetyriented
analyses): requirements for ASitiented and safetyriented analysis requirements
decomposition with respect to ASIL tailorjragteria for coexistence of elementsnalysis of
dependent failuressafety analysegsee:https://www.iso.org/standard/51365.html

1 ISO 262620:2012 (Guideline on ISO 26262): overview of ISO 26262, additional
explanations, general concepts of [ISO 2626%or more details, see:
https://www.iso.org/standard/54591.htmjl

1 ISO/SAE AWI 21434 (Roadehicles - Cybersecurity engineering):Currently under
development(see:https://www.iso.org/standard/70918.htm)l

3.3 oneM2M Open Standard for I0oT Interoperation

OneM2M (see: http://www.onem2m.org/) is a global standard for loT applications, created to
reduce the diversity of devices and legacy systems, which at present cause huge complexity for loT
development. 10T platform convergence remgs horizontal integration and strong interoperability
features which should be achieved through adoption of a wide range of-est#lblished IoT
communication protocols, e.g. CoARBonstrained Application ProtocpIMQTT(Message Queue
Telemetry Transport)Websockets and HTTP. The two major objectives of oneM2M are (i) to reduce
the market fragmentation caused by mutually incompatible IoT platforms, and (ii) to support sharing
of service resources (with different resoeréormats) across domains and reuse of available tools
and functionalities of integrated platforms, e.g. data analytics modules, security software,
optimization methods, etc. [oneM2M17].

The oneM2M architecturecontains the oneM2M Common Service Layend the oneM2M
Application Laye(Figure § [oneM2M-REQ16]All loTFrelated services are captured by ti@mmon
Service Entity (CSE)hile loTrelated applications are within thé\pplication Entity (AE)The
oneM2M Application Layesupports flexibility of the 10T application, e.g. it enables an 10T security
application to set its own security policies, while reusing applications from different providers
[oneM2M16]. TheoneM2M Common Service Layerbased on theneM2M Base Ontologydata
model for knowledge specification). Semantic interoperability between oneM2M and external open
platforms can be achieved through ontology mapping, either by linking (mapping) classes and
properties of oneM2M Base Ontology to external ontology, oubing semantic annotation across
ontologiesloneM2M-BaseOntology]
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oneM2M Application Entity (AE)
! ) )

oneM2M Common Service
Entity (CSE)

oneM2M Base Ontology

R A A A

oneM2M Network Service Entity (NSE)

|

loT "Things"
(physical devices and gateways)

Figure 6 oneM2M high level architecture

oneM2M BENEFITS FOR ADOPTBR&VI2ZM is designed to support semantic interoperability,
resource distribution and reuse, and security features: platform registration; secure data
management; access control including identification, authentication and authorization; identity
management; security administration; sensitive data handling. This allows external developers to
adopt basic security services and focus on value added sefuitels2M16]
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4. Scenario Design for CapturingfecycleDataModelsin Automotive Driving
Smartautonomous vehicleare designed to assist their owners in a variety of ways, from enhancing
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traffic light recognition map navigation support, etci) 2
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the safety [NAKR15][ENISA16However, Cloud Compug and clouebased applications and
technologiesn the aitomotive sector, are exposed to a vast attack surface, in which every asset is a
potential target for compromising itsecurity, privacy and safety Specifically, i task T5.1lof
loT4CPSwe havecreateda conceptualscenarioto help uscapture basiclifecycle data models in the
automotive sector Note our basic lifecycle data modeldl be extendedn task T5.4 of l0T4Sto
address security, privacy, and safety.

The validation of the tools and services to be developethe project,will be performed basedn

the Digital Twin demonstrator. Therefore, our scenario inclual&sgital Twinbased functionality to

simulate Sma\Ji

/I

NX2 a

2 LIS W@ fiiisthy 2lefirte the dperafichdD gradds$Sto be simulated,

and secondlywe identify scope of datathat are necessary to support simulation phases and
analytics mechanisms related operational lifecycle (seédppendix 4 and Appendix 5 for details

Figure 7llustrates the current state gflay in the automotive sector. coveritige followingphases

0SS o3

1 initial phase- collecting data about the vehicle modalehicle design information,on-board
sensors, tyresurface, etc.), data about the connectivity to external systems and services (e.g.
retailer, insurance, road services, ekc.) RNA S N a LISNOSLIAZ2Y; RF U

1 operational/ driving phase - collecting data from various operational assets, environmental
statistics data, authority reports (government and regulations);

1 analytics phase requiring manual data processing and assessments reports, information about
the threat identification and rtigation;

1 reporting phase; manually creating the reports about operational features and sending these
reports to stakeholders for further decisions.

Initial phase Data collection phase | Analytics phase Outputs & feedbacks
- -~ F e o~ _— REPORTS
1) (2) (4) OR () romimiunimn
—a Sensor Data Collection ——>  Request for Manual —>| | Sec/Priv.Report
e i ! Data Processing and .
- I I SR I Assessment Safety Report
[_’/3\ Authority Weather . "“Operationai
e Assets : Féparts j ey | ;Threat identification & | Report
o b1 lreguilations) | statistics | mitigation (STRIDE, | | | e
OWASP, pri T
v ¥ | L. asatons) v\l

(-1-\/\ Smart Car data, e.g. vehicle model, on-board sensor data, steering wheel feedback tuning data, etc.

./;\. Driver's perception data, e.g. driving skills, inertial cues (orientation), environmental cues (optical and
~— acoustic systems)
( 3 ") Data about the connectivity to external systems, e.g. manufacturer, importer, retailer, insurance, other

(
&)

\u
(5)

P o N

j::’/ third-party networks
Collecting various details to be assessed (including details from 1, 2 and 3, and from other sources, e.g.
road statistics, weather and environmental statistics, privacy regulations, historical data)

) Requesting data processing and assessments based on the available data collections. This step
includes additional data related to risk management, threat modelling, identification, etc.

\§/‘ Manually creating reports on security, privacy, safety controls, operational processes

(7\ Sending reports to stakeholders for further decisions, e.g. to manufacturer for the improvement of
" vehicle performances

Figure 7. Current statein the automotive sector: ata analytics, reporting and decision making are
performed under control of human actors.

In 10TACPS, the process of simulating and measujiregational behaviour and performances of
Smart Carss envisioned to bsupported by the Digital Twin, replag currently manually performed
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data analytics andeporting @s shownin Figure §J with automated decisiomaking based on (near)
reattime measurement and datas¢e Figure §. Currently, the decisions on how to improve
operative procedures that may affect user experienage under control of human enggers. With
the evolution of digital manufacturing, more intelligence and automatimed to be brought to
business processesnd lifecyclephases along the entire lifecycle, e.drom the product design,

manufacturing, operational, to administrative pregses in the Smart Car ecosystem.

Figure 8illustrates ascenario witha Digital Twinsupporting the simulation of Smart Car operational

lifecycled I & SR i§KS RNAXA@ZSNDa

2y

assessmentanalytics and decisionghe collection of (near) retime sensor (assets) data and data
obtained from external sources, including environmental statistics and government regulatiiins,
be sent to the Digital Twin for analyses, e.g. locatiand tempaal behavioural analyses, correlation
of captured behaviour and performances throughashine Learning (M and Deep Learning
algorithms(e.g. Deep Neural NetworBsIn that way,the Digital Twin and its intelligent methods
correlate dynamic sensor data #Rs and historical data, perforrsecurity, safety ath operational
analyses, predict insights and creagalyticsbased decisions that could be automatically sent to
stakeholders, either suggesting operational changes or performing operational decvgitn®r

without human interventiors.

LISNDSLIi A2y RI-fasedo S oI @

Initial phase

Data collection & real-time analytics

Outputs

(v _ () |

Sensor Data Collection

o

®

k4

Assets | | Authority ; Weather | 'I!s\:i:
| (sensors) || reports i &env. |
i (regulations) statistics !

J

security data
analysis

Operational

DECISIONS
analytic Security &
cision Privacy

decisions

F)
N
¥

(1 Smart Car data, e.g. vehicle model, on-board sensor data, steering wheel feedback tuning data, data required for

— tyre/surface modelling

@) Driver's perception data, e.g. driving skills, inertial cues (orientation), environmental cues (optical and
— acoustic systems)

3 ) Data about the connectivity to external systems, e.g. manufacturer, importer, retailer, insurance, other

~ third-party networks

O,

(j) Prediction & analytics based decisions obtained from the Digital Twin

(@ Decisions sent to various stakeholders, including the driver

Adding newly collected sensor data to the relevant historical data (past data) and KPlIs for their
analysis and creating security, safety and operational decisions in real-time

Hgure 8 Fuure state in Smart Car driving: the assessment of driving conditions is bas#te on

Digital Twin.

Both the collected data and data processed by the Digital Twin can contain privacy data. Al & ML
O2NNEBf I S

YSik2Ra O2Yo0AySs

I YR

A

unexpected,unintended ways. Thereforghe Digital Twin toolsetan be designed to support e.g.
GDPR enforcemenprivacy anomalies detection, security and safsgué detection and mitigation
mechanisms The prerequisite for the implementation of such a toolset is to have defined data
models with various stakeholderand assets in order to effectively supportlifecycle data
management.Note that the identificatio of multi stakeholders in the atomotive sector and the

analysis of their interests to consume lifecycle data wilaliepic oftask T5.25 p ® H

Multiple Stakeholder Lifegce Of S 5 G I

pEYyF3ISYSyié
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4.1 Identifying Assets in AutomotigrivingSystems

Automotive Drivingsystems are designed to augment user experience through information exchange
amongst various stakeholders thean open numerousecurity,privacyand safetyissues leading to

reputational damage for the users, casanufacturers, suppliers, garages, network service providers,

software and application providers, Smart Citidés this sectionwe identify sensitive assets the

operational lifecyclef theautomotive sectoE S ®3d (KS RNAGSNDA aAYF NI LIK2 Yy
fATSOe 0t Sz GUKSANI

Table 4lists assetsidentified A Yy | {YIFNI /I NDR&

security,privacyand safetyconcerns and risks to data.

Table 4 Assets in the Smart Car Driving Scenario (analysis partly baseBNISALR.

Sensitive Asset Asset Functionality Security, Privacy & Safety Concerns &
Mitigations

Infotainment controls

Navigation services and may
entertainment service
(audio/video), geefencing,
cameras, traffic information
external media, etc.

Revealing information aboutiza S NI &

location and navigation history, call histo
geofencing data related to driving ar
working routines, heart rate and puls
health data, banking accounts, etc.

Body controls

Door/ window locking, seg

RevealingA Y T2 NXY | G A 2y riving

belts, heating seats, patterns and preferences, information abo
the functionality of assets leading towar

safety issues.

Chassis controls Alerts sent to drivers via ADA Revealing sensitive informatioimked with
(Advanced Driver Assistan| GPS data and traffic warnings, connec
Systems) smartphone data, blind spots, audio aler

etc.

Power Train controls Speed control Security breaches;Driving mtterns and

preferences; speed and safety.

Communications controls | Authentication features| Security breachesRevealing privacy da
Connectivity with  externg stored on smartphones; Sharisgcurity and
services through an embeddq privacy data via smartphone with: serv
D{a Y2Rdz S 2 N|providers, developers, criminals hacki
phone; physical access to device, behavioy
Stolen vehicle tracking; emo{ marketing; government; geotags G
engine start; etc. capabilities to embed exact location in

posts or photos, etc.

Smartphones Authentication featuwes;| Security breached;nauthorized access ar
Connectivity with Smart C¢ manipulation of information stored o
services and applications usi| smartphone, e.g. -<nails, text, instan
e.g. tethered connections, et messenger apps, online accounts ¢
passwords typed into phone, location da

and history, call history, photos, etc.

4.2 Asset Modellingand Designingiifecycle Data Models

Asset modelling is the crucial stepdefining of the technical architecture ¢fie Digital TwinAsset
modellingisF 6 2dzi RSaA3IyAy3ad GKS &l NHzO G dzNySical2hings) 3@ R dzO G Q
components, measurable physical parameters and other digital manufacturing informattan
descrile the assetse.g. manufaairing date, maintenance historyAsset modeltig adds value tthe
connected sensor data and contributes to a range of new insights, e.g. obtaining an information on
health of sensorswhich could be performed through inferring, correlation and transformation of
measured sensor values and asset statemdtions and maintenance records [KUABR1T may also
include a different presentation (visualization) forms for different user groups, e.g. one group of
users may require the insight in only operational data, while the others could be more focused on
individual devices. Finally, by adding information such as metadata, nearby environmental
conditions, maintenance data, service history, configuration and production data, external data,
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enterpriee web services etc., enhancadmital representation of tle physical things (device/system)
and further augments the Digital Twin.

The functionality of a Digital Twin improves over time as more data is accumulated and processed
through effective algorithms correlating asset lifecycle data (e.g.-8erées sensor data), inferred
and historicaldata. According to the size of th#ata and knowledge basen the Digital Twinthe
authors in [RUABJ differentiate between
1 partial Digital Twin, with a small number of data sources that caretbectively combined to
infer data (derivative data);
1 cloneDigital Twin, with a larger amount ofeaningful and measurable data sources; and
1 augmentedDigital Twin that enhances connected asset data with derivative data and correlated
data obtained from analytics tools.

A partial Digital Twin is built on top of simplistic device models that coglariplemented as JSON
documents, including set of observed and reported attributes (e.g. speed of a machine) and a set of
desired values (e.g. an application is setting the speed of a machine), which ftathbecorrelated

to detect operational abnormlities and instantly generate alerts. A cloard augmentedDigital
Twirs aretypicallyneeded in industry. fley arebuilt on top of the product design and manufacturing
information, reflectphysical propertiesf the physical system and often ussaltime data.

For the purpose of creating lifecycle data modtdscover the above presented scenario time
automotive sector, wehave created the initial forms for data acquisitiohese forms relatéo
product design and operation lifecydie the automotive sector Note the form for data acquisition
about multiple stakeholdersand their motivations to have insights into smart driving datd| be
presented in D5.2
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5. Conclusion

The evolution of the traditional industrial systems towards Industry 4.0 [WWLZ16] and Smart
Manufacturing [KLCK16] is helping manufacturing systems to become more addpticecating
flexible decisiormaking mechanisms, seafljustment and selbptimization features supporting core
business processomponents lifecyclephasesand services [LFKF14][MOELI&)r example, he
Digital Twin is a virtual representation of the reebrld manufacturing, operational, logistic,
maintenance, even administratiyegrocesses in a company, designed with the aim to improve real
world products and processes bas®n simulated data and Al & Machine Learnsupported
decisions. Designing the Da Twin demonstrator for &omotive Drivingis expected toaugment
overallfunctionality of vehicles, including their security and safety, while privacy data should be kept
secure in the cloud and comply witkarious regulations at the European level and relevant national
data protection laws, e.gprivacy policies, procedures drregulations such as the GDPR, the NIS
Directiveon security of Network and Information Systems (N&J the eCall arm system, etc
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APPENDIX 1: Statd-the-art in security, safety, lifecycle process standards
and best practices guideling&now-how transfer from Seml40 D1.1,
Section 5.3)

IEC 61508

L9/ cmpny & Cdzy O icthcaly Eldctron{c! PrdgiamdmabiEtectréhit Safetyelated
{eaidsSYya 09k 9kt BasicEdly IaklDK(BSH4n0 isusell s altemplate to devap
domain specific safety standards.

IEC 62443
IEC 62443 was developed by tt#A99committee andIEC &chnical Committee 68Vorking Group
10 (TCH&WG10) to address theeed todesign cybersecurity robustness and resilience Inttustrial

Automation ©@ntrol Systems (IACSIts scope includes all types of plants, facilities, and systems in all

industries including, but not limited to systems like:

1 hardware and software systems such as DCS, PLC, SCADA, networked electronic sensing, and

monitoring and dignostic systems.

9 associated internal, human, network, or machine interfaces used to provide control, safety,

and manufacturing operations functionality to continuous, batch, discrete, ahder
processes.

IEC 62443 is organized in four groups withitiple publications per group (Figure 9).

Figure9: IEC 62443 elemenf6244315]

ISO 2700X

ISO/IEC 2700x family gives an overview and explains the Information Security Management Systems
(ISMS), referring to ISMS family of standards with related terms and definitions. The standards

ISO/IEC 27000, 27001, 27002, 27005 and 27017 are internatitaradasds, which have been
adopted from different organizations around the world.
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