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Executive Summary

This deliverable summarizes the innovative methods and tools for achieving dependable Internet of Things (loT)
systems, which were developed by scientific and industrial partners of IoT4ACPS project. l0T4CPS project provides
guidelines, processes and recommendations to build dependable 10T systems. Presented methods and tools
tackle challenges along different Cyber-Physical System (CPS) architecture layers: information layer, control layer
and network layer. In this deliverable we also position WP3 contributions w.r.t. loT4CPS use cases: Automated
Driving and Industry4.0.

The physical-level tools and methods such as sensor security measures for discovering faulty and hacked sensors
are reported in deliverable D3.4: “System architecture patterns for enabling multi-stakeholder trust provisioning
during production and maintenance”. In addition, we report on forward-secure key exchange mechanism in our
deliverable D3.6.2: “Prototype cryptographic library implementation”. On a network level we report on
recommender systems to develop dependable IoT system, which can help users who want to build large loT
systems to choose the appropriate protocols and system configurations. Another method to achieve
dependability, applied on a platform-level, is the Self-Healing by Structural Adaptation which allows systems to
leverage implicit redundancy to achieve resiliency to failures. We also report on novel solutions for trusted
localization and orientation and provide a fair cross-technology comparison. Based on our thorough practical
experience during designing and implementing the experimental setup we provide recommendations and
guidelines to be used by researchers and developers in this domain.

On an application level we report on tools for a variety of tasks in cyber security. We present ThreatGet, a tool
that identifies, detects, and understands potential security threats in the foundation level of system models.
Moreto is a tool for security requirements analysis and management using modelling languages such as
SysML/UML. Our next contribution is a tool for standard-based product development management: GSFlow. It
is one of the results of a more general effort to develop tools to support model-based development approaches
and Safety & Security by Design. Last but not the least, we report on methods for safety and security risk
assessment and formalize it into a verification pattern.
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2. Introduction

Deliverable D3.7: Final Report on Design & Methods the last sequel of our series of deliverables in work package
3 of 10TACPS project, has Deliverable D3.2: Guidelines, processes and recommendations for the design of
dependable IoT Systems as a direct predecessor. This deliverable is mostly focusing on research conducted as a
part of task T3.1: Dependability design methods for IoT. In D3.7 we further elaborate methods from D3.2 and
explain how a user can leverage those methods to obtain dependable systems. We also upgrade the deliverable
with new methods and tools such as Resilience analysis of indoor direction-finding technologies, Verification and
Validation (V&V) patterns for Self-Healing by Structural Adaptation (SHSA). We also explain how one can extend
SHSA method by Context Aware Monitoring (CAM).

In order to classify different kinds of methods and tools, it is important at this point to provide the reference to
the architectural layers of the V-model. Similarly to D3.2, in this deliverable we also collect and present potential
solutions, tools and methodological building blocks for the development of safe and secure Internet of Things
(loT) and Cyber-Physical Systems (CPS). This deliverable puts a special focus on the integration of privacy and on
the support of the complete engineering cycle, from engineering support to providing potential solutions.

Functional
level Functional
Concept

System level

Technical
Concept

HW/SW Level

Scalable and efficient
= crypto algorithm for IoT,

ot

" Design
' » &

HW/SW Implementation

Figure 1: Structuring WP3 contributions along the V-Model

The contributions are based around the left side of the V-Model. The usage of the V-Model is here mainly as a
structuring model and for easier classification and explanation. The usage of the V-Model should not be
understood as an enforcement of this process model and the presented methods and building blocks are not
restricted in term of engineering process model.

Our understanding of dependability itself is based on [39]. In this work, the dependability is differentiated
between attributes, threats and means. The attributes summarize all parts of dependability, e.g. the set of
properties we would like to ensure that a system we need to rely on possess. Due to the need of our industrial
partners as well as the nature of our two main use cases, the I0T4CPS project sets priority on safety and security.

Threats are potential factors which can cause a violation or contribute to a violation of a dependability attribute.
In order to protect the attributes, we can use different means. The following section will give a short overview
about the basic system concept considered in I0TACPS and present then different means to achieve
dependability, which are considered in WP3 of IoT4CPS project.
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Our tools, methods and guidelines are mostly non-directly bound to a specific use case and can be applied to
either of our 1oT4CPS main use cases: Industry 4.0 as well as Autonomous Driving. Two of them which are tightly
coupled to the use case are the Autonomous Driving Platform developed by TTTech, as well as the Recommender
System for loT, developed by Siemens, for our Industry 4.0 use-case. The overview can be seen in Figure 2.

S&S Risk V&V Crypto API Autonomous
Assessment || Patterns || Guidelines Driving Platform

" | GSFlow | ThreatGet = MORETO

Trusted SHSA
- g Localization - g
loT Recommender Sensor Encryption Crypto
Systems Security Scheme in FPGA | Library

Figure 2: Most contributions of WP3 fits into both of loT4CPS use-cases
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3. Overview and System Model

In Figure 3 we can see how different WP3 contributions are positioned in the CPS Layer stack. A typical CPS is a
complex system of systems which interact with one another. Depending on their purpose the components are
usually classified into one of four layers: information layer, control layer, network layer and physical layer. The
physical level is the lowest level in hierarchy. This is where data is obtained from sensors and data is prepared to
be sent to other systems (i.e. encrypted). Once the system obtained the data, it is accessed and transmitted to
interested components on network nodes. Typically, this takes place on network layer. On top of network layer,
we see the platform layer. It is a layer where most system core functions are implemented, which are to be used
by application layer.

CPS Layer:

V&Y ‘CryptoAPI H S&S Risk ‘

Application f§ | ThreatGet ‘ ‘ GSFlow H Patterns || Guidelines || Assessment

Trusted

Autonomous
Localization

SHSA
Platform Driving Platform ‘ ‘

loT Recommender
Network Systems

Sensor ‘ ‘ Encryption ‘ ‘ Crypto

Physical Security Scheme in FPGA Library

Figure 3: Contributions to safety and security can be separated into different CPS layers.

loT4CPS project achievements can be found in any of the CPS architecture layers. On application layer, we have
our V&V patterns and cyber security tools such as GSFlow, Moreto and ThreatGet. In addition, the guidelines for
developing usable cryptographic APIs by SBA research belongs to the CPS application layer. Finally, we report on
hybrid methods for safety and security risk assessment.

Underneath the application layer, in the platform layer we find Self-Healing for Structural Adaptation (SHSA) a
technique for building resilient CPS which is developed by TU Wien. Solutions for trusted localization and
orientation in space, useful in our Industry 4.0 use case are developed by TU Graz together with JKU Linz. Finally,
we have an autonomous driving platform which is developed by TTTech. To build a reliable and functional loT
ecosystem one can use a recommender system, developed by Siemens. Last but not the least, AIT and TUG
developed low-overhead encryption scheme, which is also implemented in FPGA by Siemens. DUK will provide
concepts for achieving sensor security and low-level data integrity.

10T4CPS tools should support dependability in several levels of CPS hierarchy. Our encryption solutions would
enable efficient and secure communication channel between devices with limited resources, which is the case in
a typical loT scenario. In extreme cases of devices uncapable of encryption, we can at least guarantee data
authenticity by applying digital watermarking techniques. IoT recommender system further enhances
dependability by guiding the user to select the appropriate protocols, thus making the entire system more
reliable. On a platform level, we increase the trust in system by leveraging methods for trusted orientation and
localization. A system which adopts our SHSA techniques gains the ability to manage unpredictable component
failures, thus becoming more dependable. Finally, our design-time security and safety tools, V&V patterns and
Cryptographic APl development guidelines aim to increase dependability early on.
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4. Application Layer Tools and Methods

In this section we focus on 0T4CPS WP3 contributions for improving dependability on the application level. We
report on our design time security analysis tools for model-based devilment, for security requirement
management and threat modelling as well as safety and security risk assessment.

4.1 GSFlow

Our first contribution is a tool for standard-based product development management: GSFlow. It is one of the
results of a more general effort to develop tools to support model-based development approaches and safety &
security by design. The goal of GSFlow is to support the complete engineering lifecycle of safety and/or security
relevant systems based on pre-defined processes, by guiding the user through the development process. Its main
objective is to make standard driven development straightforward, especially for companies that are
unacquainted with functional safety and security standards. The model implemented in GSFlow simplifies
standard driven development by guiding the end-users through the development process and consequently
offloads the effort from security experts, while still providing assurance. This is especially relevant to SMEs which
only have a limited number of safety or security experts.

The central output of GSFlow is a safety and/or security case which shall support companies two ways: (1) helping
to reach assurance for their products and (2) allowing to summarize the argumentation why a system is
acceptably safe and secure. To achieve this goal every project in GSFlow contains requirements which correspond
to functional safety and security standards such as [37]. GSFlow provides standard conformant user management
and utilizes tools to ensure the quality of an evidence.

GSFlow provides a flexible framework for modelling and executing standards. It is also capable of executing
plugins written by an external developer. This flexibility ensures that the specific needs of a company can be met.
Furthermore, an external developer is only required to implement an interface according to their needs. For
example, GSFlow can execute external plugins to generate reports, as well as to check the artefacts and
requirements using Natural Language Processing methods.

4.1.1 GSFlow Structure and Definitions

In this section we provide more details about the operation of GSFlow. Requirements are defined as the entities
needed to achieve the objective of the project. Two different kinds of requirements can be distinguished. The
first kind of requirements are the standard requirements, which are derived from functional safety and security
standards. They are needed to identify the goals that are obligatory to reach compliance to relevant standards.
Secondly, the product requirements in GSFlow represent the requirements that are specific to a product. They
can be linked to a standard requirement. Furthermore, the requirements in GSFlow are the key elements for
documenting the workflow as they serve as an anchor to attach evidence and trace every action that is conducted
on them while being processed. Once processing is completed and all evidence has been created, a requirement
may enter the state of completion.

Phases in GSFlow represent phases of a safety/security standard. GSFlow ensures that in every phase Standard
Requirements that are specific to this phase need to be fulfilled. A phase can only start once all previous phases
have been completed. Phases in GSFlow are used to structure requirements and define the order of execution
in the workflow.

GSFlow allow for integration with external tools. By implementing and using the interfaces provided by GSFlow,
an external Developer can create plugins and an admin can upload them to GSFlow after conducting validation.
These tools/plugins are then ready to be executed. The dataflow between GSFlow and the tool/plugin is
conducted only through the API. The utilization of tools shall serve as quality assurance as well as provide
convenience to the users working with GSFlow.
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Software Arch. & Design Phase
Software Requirements Phase i Software Comp. Design Phase
Software Architecture
i Specification
Som—.'are Software Component
Requirements Design Specification
Specification
—_— ) —
Software Design
LY Specification
Overall Software Tes Software Component
Specification = Test Specification
Sofiware Interface
Specification

Figure 4: lllustration of workflow and fulfilment status

GSFlow supports standard conformant user management. Different roles can be assigned to different users per
project. Roles are based on a generic model of roles defined in different standards. In GSFlow, roles can be
mapped to specific standards. The list of the supported roles includes Project Manager, Requirements Manager,
Developer, Verifier, Validator & Assessor.

A, A,
A, Y
A, A,

Project Manager Requirements Manager

N N N
A A A
PN PN PN

Validator Verifier Developer

Assessor

Figure 5: Basic responsibility chain in GSFlow

In GSFlow responsibilities are modelled on a per requirement basis. Each requirement has the required roles
assigned to support the development chain defined in a standard. To be more precise, when the developer has
finished their task, the verifier is assigned followed by the validator. Only when all the responsible parties have
marked their tasks as finished, assessment can take place.

As discussed, GSFlow enables the end user to organize their workflow according to phases, work products and
requirements deducted from standards. GSFlow also serves as a documentation platform and tracks every action
that is conducted regarding a certain requirement and links evidences to those requirements. This way, GSFlow
supports traceability. The flexible framework inside GSFlow enables tailoring of generic processes to company or
project specific demands. When appropriately modelled, it can support a safety and security co-engineering
workflow. To achieve this, different adequate standards need to be analysed and consequently modelled into
one combined workflow.

For example, the standards ISO/IEC 27002[35] and EN 50128 [34] contain requirements and methods
emphasizing on availability, reliability, confidentiality, integrity and maintainability. These standards describe
measures that need to be undertaken in order to assure the attributes. SAE Standard J3061 [37], which is a
Cybersecurity Guidebook for Cyber-Physical Vehicle Systems, describes security and its effects on safety on
financial and operational basis and hence, availability and reliability. Security and measures to ensure integrity
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and confidentiality can be found in the IEC 62443 series [38]. By following the generated workflow, GSFlow makes
the development of dependable loT systems feasible.

4.2 Failure Mode, Vulnerabilities and Effects Analysis

Failure Mode, Vulnerabilities and Effects Analysis (FMVEA) is a static method for security analysis. FMVEA is
based on the Failure Mode and Effect Analysis (FMEA) and extends the standard approach with security related
threat modes [23]. A failure mode describes the way the function of an element fails. A threat mode describes
the way in which the identified function of an element can be misused. Threat modes classifies threats in six
categories (Spoofing of user identity, Tampering, Repudiation, Information disclosure, Denial of service, Elevation
of privilege).

FMVEA consists of several phases, beginning with system modelling phase. Once this phase is complete the
failure and threat modes for each element of the system model are identified. Depending on the domain, the
system architecture and the knowledge about the system, failure and threat modes can be refined and extended.
Each identified failure or threat mode associated with the element is investigated for potential effects. For modes
with critical effects, potential causes are analysed and the likelihood for each cause is estimated. For threat
modes, likelihood is determined using a combination of threat and system properties.

Threat properties mainly describe the resource and motivation of a potential threat agent while system
properties include reachability and system architecture. The system model is based on a three-level data flow
diagram (DFD). Effects of failure and threat modes are presented at the context level of the diagram, which shows
the interaction between the system and its environment. Failure and threat modes are located at the level 1
DFD. Vulnerabilities and failure causes are based on the level 2 DFDs.

Access control =
true

HMI Access with
password = false

Actuato
Cc2 Cc1 CPU r

Control
Station

Control Center Station-Level Bay Level Process Level

(0] ] Eng

! . DI Sensor
Station Station

HMI Access with
password = false

Access control =
false

Figure 6: An example model as an input for analysis with FMVEA

Figure 6 shows the diagram of an example use-case in which a set of actors is controlled by an CPU, based on
some sensor input. Control Strategy can be defined and monitored in some higher layers. The example model
will be used to perform an analysis with FMVEA. The blue squares represent the root environments of a specific
level. Each orange node can be seen as an operating element inside the environment. Green squares represent
sub-environments inside the root-environments which encapsulate their own operating elements. Black squares
display the defined attributes/properties for the diagram elements. For example, the “CPU” has the
attribute/property “WCET” (“Worst Execution Time”) with a value of “30 ms”.
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Rules:
# Name Description Rule Actions
1 ACCESS Protection If an element is in a non-secure environment and is not itself secured then ttribute(ACCESS C hasD: DE attribute(HMI ACCESS with -
this is a security risk. password=false))
2 WCET for CPU If the processing time of the CPU takes too long, then the actuator may not CPU.attribute(WCET> 20 -
react in time to the sensor data. ms).hasCi (Connection.source(DI)).hasCt nection.target(DO.hasConnection(Actuator)))
3 Encryption for Data If the root environment of an object is left, the connection must be encrypted.  Connection.attribute(encryption=false).crosses(ROOT) -
Communication
e
Create Environment S SRREA I EL I . - T
¢ % Station Level & .
Control Center Bay Level Process Level
|
:-' Process1
5 H DO Actuator
Control Station — N
Save Diagram N 2
T cPu LT
Station I .
|/ \L : - £ Process?
Operation Station Saton |
\ DI Sensor
»

Figure 7: The diagram modelled in FMVEA and the rules

Figure 7 shows the diagram from Figure 6 modelled in FMVEA. On the left-hand side, we can see the diagram

related actions like “Create Environment”, “Create Node” and “Create Node”. An Environment can be considered

as a container, which provides general attributes to his children. Attributes can be focused on Security and Safety.

The attributes of an element are directly displayed below the diagram. Figure 7 also displays the rules which

should be used to analyse the use-case diagram. From the left to the right are the names of the rule then a short

description and the “Rule”. The “Rule”-column is the most important one, because here the actual rule for the

analyser is defined. The previously created rules are applied on the selected diagram.

From left to right you one can observe the applied rule and the results of the specific rule on the diagram. The

affected elements and connections can be viewed in the diagram if the user clicks on the “Show”-button to the

right. Inside the diagram the affected elements and connections get highlighted by a red border as you can see

in the Figures 11-13.
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Figure 8: 15t rule results

In Figure 8 you can see the affected elements of the first rule. The Definition of the first rule says that if there is
any environment with the property “ACCESS Control=false” which contains a child object with the property “HMI
ACCESS with password=false” then there is a security problem. As one can observe from Figure 6 we initially
defined the “Control Station” with “ACCESS Control=true” so there is no problem even if the “Control Station”
has the property “HMI ACCESS with password=false”. However, if one observes the “Station 1” and the
“Engineering Station” then both criteria are fulfilled, and this is the reason why these two objects are the affected
objects of the first rule.

In Figure 9 you can see the affected connections of the second rule. The Definition of the second rule says that if
there is any connection between two objects which do not share the same root object then the connection must
be encrypted. One can observe from Figure 6 we never defined an encryption property for any connection inside
the diagram. For example, take the connection between the “Control Station” and “C2”. The root object of the
“Control Station” is the “Control Center” and the root object of the “C2” is the “Station Level” but they share a
connection. Now let’s consider the connection between the “C2” and “C1”. The root object of both objects is the
“Station Level”. They share the same root element as the same parent element, therefore this connection does
not represent a potential problem.

e e, . e JRITEI T CI AP .
Control Center Bay Level " Process Level
Processt
Cc2 (o3} H
a Actuator
"
Control Station &.\
\ CPU
# Station1 / ’ i
i I/ \L & ;‘“FrocessZ
Operation Station Engineering Station | } N
; \\ DI Sensor
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Figure 9: 2™ rule results
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Figure 10: 3" rule results

In Figure 10 you can see the affected elements and connections of the third rule. As you can take from Figure 6
we set the WCET of the CPU as “30 ms”. The Definition of the third rule says that if the WCET inside the CPU is
higher than “20 ms” the actuator may not react in time to the sensor data. The sensor data is coming from the
“Data Input” (DI) then the data is processed inside the CPU with a WCET of 30ms and then sent to the “Actuator”
over the “Data Output” (DO). This is the reason why the “DI”, “CPU”, “DO” and the “Actuator” are affected
elements in this case. The connections between these objects transport the data and are affected connections
in this case. This rule could be expanded by additionally considering the latency of the connections.

4.3 Threat Modelling

A secure system can be designed and developed only if security issues are well-identified and addressed
appropriately in the early stages of the system development. That is considered a significant advantage because
once the system is developed, it becomes harder to add security countermeasures. ThreatGet is a toolbox for
Enterprise Architect, which is a widely used tool for Model-Based Systems Engineering. ThreatGet identifies,
detects, and understands potential threats in the foundation level of system models. It supports the initial steps
of the developing system process to guarantee the security by design. The following figure depicts an example
design which a user can specify in ThreatGet, in order to perform security threat analysis.

Our Figure 11: loT-based Smart Factory illustrates an example of 10T application in a smart factory, which is one
of two main use cases of [0T4CPS project. The example contains one or more sensors and camera units for
collecting and gathering information about the production line. The collected data is processed by a control unit,
that handle and manage actions by sending signals to actuator units such as robotic arm and engine as defined
in the figure. The data is sent to a centralized data storage and processing unit for monitoring the quality of the
production.

In such a heterogeneous and distributed system, potential security threats can exist in any component, which
may compromise the operation of the entire system. In order to identify potential threats in our system, we
apply ThreatGet. The threats are defined according to the dataflow from the source components to the targets.
According to the security properties of these units, some vulnerabilities could be exploited be threats.

In Figure 11 the Control Unit takes the central role in the Smart Factory model. This component communicates
with the data storage through a gateway, which runs a certain communication protocol. Depending on the
gateway device, it can provide low or high security features. In our model, we can analyze devices with different
levels of security by adjusting the possible security parameters of the model. We model possible security
mitigation measures in the communication flow between the Control Unit and the Gateway. The features

Version V1.0 Page 16 / 52



1oTACPS — 863129 D3.7

PUBLIC

include: Source and Destination Authentication, Confidentiality and Integrity. We can set these parameters to
values which correspond to a real device. In Figure 12 we can observe that if the HTTP protocol has mitigation
measures switched off, the communication channel introduces 6 different threats. Once we introduce the
mitigation measures in the communication channel the number of threats reduces to 4.

Sensor Data Action
(iitaiciens)
Sensorl Actuatorl
[
"f: 153 Action
Sensor Data
.. Control Unit
Insecure
Communication Insecure
Communication
Sensor2
Secure Actuator2
I Communication
Data Processing and Storage Gateway
Figure 11: loT-based Smart Factory
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Control Unit gateway
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Extract Data / Code from Control Unit

Message replay attacks in Target

Elevation of Privilege

Information Disclosure

Tamering
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Figure 12: The impact of introducing a mitigation measure
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As a result of the analysis, ThreatGet detects 32 potential threats, that are classified according to the STRIDE
model (i.e., Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service (DoS), and Elevation of
Privilege). Spoofing represents an attempt by a person or program to identify itself as another by falsifying data,
to gain an illegitimate advantage. Data tampering is an attempt to maliciously modify the data through
unauthorized channels. Repudiation is a kind of attack which manipulates the log data in the computer systems,
in order to conceal traces in the log. Denial of Service and Elevation of privilege are well-studied threats, where
an attacker is jamming the access to the system resource, and when an attacker attempts to gain more access
rights than allowed, respectively.

Threats List
Title Category Impact Likelihood "
Gaining unauthorised access to files or dat.. |Information Disclo... |Critical ~ | Certain
Gaining unauthorised access to files or dat_. |Information Discle... |Critical ~ | Certain
Exiract Data f Code from Control Unit Information Disclo__. |Major ~ | Likely
3 Exiract Data / Code from Conirol Unit Information Disclo... |Moderate ~ |Unlikely
Extract Data f Code from Control Unit Information Disclo___ W
M ge replay attacks in Target Repudation :g‘(;);rale Possible
Message replay attacks in Target Repudation Major Possible
Deliver Malicious Updates to Target Spoofing Critical Certain
Target may be tampered Tamering Major ~ | Likely
Target may be tampered Tamering Minor ~ |Possible
Target may be tampered Tamering Minor ~ |Unlikely
Target may be tampered Tamering Major ~ | Likely
Target may be tampered Tamering Major ~ |Likely
Target may be tampered Tamering Minor ~ |Possible ©
< >
15

10
5 N i
- - =

Spoofing  Tampering Repudiation Information Denial of Elevation of
Disclosure Service Privilege

Figure 13: Distribution of identified threats according to the STRIDE model and all potential threats listed

Afterwards, the risk assessment process is applied to evaluate risk severities of the detected threats according
to the values of the impact and likelihood parameters. The ThreatGet’s user can select the parameters of the
impact and likelihood to estimate the risk severity, as shown in Figure 13. There are five parameter values of the
Impact and Likelihood are used in the estimation process to determine the risk severity level of threats. Figure
14 illustrates the levels of the impact and likelihood that are used by ThreatGet for the risk assessment process.
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Figure 14: Risk assessment chart

The next step is to address the identified potential threats by the most applicable security countermeasure for
mitigating the overall risk of the predefined system model. Furthermore, we use IEC 62443 as the most suitable
security standard to provide a flexible framework for addressing current and future security vulnerabilities could
be exploited by potential threats [29]. In this case we should define two main values that could help to reach
the high level of security protection. The first one is called the Security Achieved (SA), this value defines the
current security level that is achieved after applying security countermeasures against security vulnerabilities.
The second value is to define the actual security goal that the system architect wants to be achieved this
parameter is called Security Target (SA) [28].

In this example we claim that we are looking forward to adding all the threats with the highest severity level.
Furthermore, the SA = 7 (the total number of extreme potential threats in this example), and SA = 0 because
there are no security countermeasures are applied yet. The following part discuss the security treatment process
for addressing the security threats by security countermeasures.

4.3.1 Risk Treatment for the Identified Extreme Threats

This process plays an important role to address potential threats with security countermeasures that should be
considered in the system developing phases to keep the risk always low. The system security target (ST) is defined
to estimate the maximum-security level needs to be achieved. Also, the current status of the system security
level is defined as the security achieved (SA).

In this example, we are looking forward to reducing the security level of the unacceptable risk level. Furthermore,
we focus on the Extreme severity level of threats (unacceptable risk level) that need to be addressed by proper
security countermeasure. Thus, ST is seven (the total number of extreme severity risk), and SA is one until
addressing these threats. The value of SA is incremental according to change in security level after applying
additional security countermeasures. This process is completed if SA = ST; otherwise, additional security
countermeasures should be applied for security improvement. Figure 15 illustrates the difference between the
current and the target security levels before applying security countermeasure.
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Figure 15 The current (blue) and target (orange) security levels before applying security countermeasures

To convey the ThreatGet workflow, we proceed with handling security issues for the most prominent threats of
our model, and with showing the outcome of applying a mitigation measure. The following sections define the
selected security countermeasure based on IEC 62443 part 4-2 for addressing the existing potential threats.

4.3.2 Risk Treatment for Threat 1 and Threat 2

Threatl Title: Message replay attacks in Target
Threat1 Category: Information Disclosure
Threat1 Origin:

L = &)

Control Unit Gatway

Figure 16 Threats 1 and 2 propagation source

The following table shows a list of selected security countermeasures for addressing this threat. These security
countermeasures should be applied to mitigate the threat. The following abbreviations are used: CR: Component
Requirement, NDR: Network Device Requirements, and EDR: Embedded Device Requirements.

IEC62443 Classification | Name of the security requirement

CR2.11 Timestamps

CR 2.10 Response to audit 48 processing failures
CR2.12 Non-repudiation

NDR 3.14 Integrity of the boot process

EDR 3.14 Integrity of the boot process

Table 1 IEC62443 Requirements for Threat1

Threat2 Title: Target may be tampered

Threat2 Category: Tampering

Threat2 Origin: shown in Figure 16

The following table defines a list of the chosen security countermeasures for addressing threat2.
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IEC62443 Classification | Name of the security requirement

NDR 3.11 Physical tamper resistance and detection
CR1.9 Strength of public key-based authentication
NDR 3.14 Integrity of the boot process

EDR 3.11 Physical tamper resistance and detection
EDR 3.14 Integrity of the boot process

Table 2 IEC62443 Requirements for Threats 3&4

4.3.3 Risk Treatment for Threat 3 and Threat 4
Threat Title: Gaining unauthorized access to files or data on Source

Threat Category: Information Disclosure
Threat Origin:

S

Gateway

Control Unit!

Figure 17 Threats 3 and 4 propagation source

The following table shows the chosen security requirements for these threats.

IEC62443 Classification | Name of the security requirement

CR4.1 Information confidentiality
CR4.3 Use of cryptography

CR3.1 Communication integrity

EDR 3.2 Protection from malicious code
NDR 3.2 Protection from malicious code
CR3.8 Session integrity

Table 2 IEC62443 Requirements for Threats 3&4

4.4 MORETO

The correct security requirement identification and efficient security requirement management are essential for
any security engineering process. We can design, implement, and test a secure system only if we know the exact
security requirements. Achieving an efficient requirement management is a challenge in system development.
The Model-based Security Requirement Management Tool (MORETO) serves a tool for security requirements
analysis, allocation, and management using modelling languages such as SysML/UML. MORETO is an Enterprise
Architect (EA) plugin for managing the IEC 62443 security standard. It is a reliable and a flexible to model safety
& security requirements suited to different components and system architectures. It generates a list of security
requirements in a given diagram, which can help the user to build-up a secure infrastructure. Figure 18 shows a
simple example of different components which interact together through a network.
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Figure 18 Simple network elements for system engineering model by MORETO

MORETO scans all the elements of a given model and automatically generates a list of security requirements
based on expert knowledge encoded in the MORETO knowledge base itself and on the description contents of
the IEC 62443. Figure 19 shows a list of identified security requirements of the Router and Switch devices
respectively.

Accessvia untrusted Protection of audit Auditable events
networks information

@ Strength of password-based Session integrity Session lock

MORETO |Riuter authentication

MNetwork segmentation

Error handling

General purpose person-to- Access via untrusted
person communication T
restrictions

‘General purpose, person-
to-person communication

q restrictions

MORETO_Switch Network segmentation

Unsuccessful login attempts Communication integrity

Figure 19 IEC 62443 Security standards for router and switch devices

4.5 Safety and Security co-engineering

In order to build dependable loT systemes, it is insufficient to regard concepts of safety and security separately
since safety and security of 10T are not independent. Therefore, we propose a combined risk assessment
approach for safety and security and demonstrate it using tools developed in 10T4CPS project.

The state-of-the-art approaches in Threat Analysis and Risk Assessment (TARA) such as Microsoft STRIDE and
FMVEA provide a risk assessment approach but they do not consider multiple attacks (attack combinations via
‘OR’, ‘AND’, ‘SAND’ (sequential AND)) and multi-stage attacks. On the other hand, Attack Tree Analysis (ATA)
approach considers such attacks but either in a purely qualitative or purely quantitative fashion (which is not
feasible for most applications). There is no TARA-based approach which considers how the likelihood (final risk)
can be evaluated in case of multiple attack combinations and multi-stage attacks.
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The security risk assessment is performed combined with ADTool [30], which provides a simple way to create
and edit attack trees. Attack trees are conceptual diagrams showing how an asset, or target, might be attacked.
Attack trees have been used in a variety of applications. The attack tree is then exported as an XML file to the
scripts [32] which implement the risk assessment algorithm. During evaluation two inputs are required by the
user: the threat level scores for all the BAS (Basic Attack Steps) and Impact level scores for all the Higher Attack
States.

4.5.1 Security Risk Assessment with Attack Trees

The generation of attack trees, which is a prerequisite for Attack Tree Analysis, is presently not covered in our
work and is a subject of future work. The approaches such as Microsoft STRIDE generate general threats
corresponding to STRIDE category by a predefined mapping of these threats to general elements of a system
(approach represents almost all systems with four general elements). Therefore, the STRIDE and Data Flow
Diagram (DFD) approach are sufficient to generate threats for each element. However, to generate an attack
tree we also need to know how these threats affect each other, which can be learned from security attack
databases. In case of automotive, AUTO-ISAC (SAE Vehicle Electrical System Security Committee) or public
Automotive Attack Database [31] can be considered as a relevant data source. The concrete specification of
system design is not known in the early stages of design process, which renders the very large list of all the
possible attacks, thus making the STRIDE approach preferable. However, in the later part of the design phases
specific attacks can be used to generate attack tree.

We propose a Security Risk assessment via attack trees, for evaluation of logical combination of attacks, based
on the following principles:

a) For considering OR combination of attacks, we will evaluate the canonical form (DNF-Disjunctive Normal
Form) of the attack tree. In canonical form we get all the attack paths related with OR (disjunction)
relation, to an attack state.

b) Each attack path consists of several basic attack steps related with AND (conjunction). This means the
attack path will be successful if and only if all the basic attack steps involved are successful.

c) For considering AND combination among basic attack steps, we evaluate the final likelihood as same as
the lowest of the threat level, as this is the critical threat and system cannot be compromised until this
threat succeeds.

d) For considering OR combination, the canonical form gives all attack paths to each state related with OR
(disjunction) and we do the risk assessment for each attack paths individually.

e) For considering Sequential AND attacks, same as AND, we did not consider impact of sequential
dependence on threat level (likelihood). The reachability score for following attacks can be taken as
preceding attack, as this provides a gateway to the following attacks.

4.5.2 An example of Security Risk Assessment with Attack Trees

The Attack Tree shown in Figure 20 has been constructed (by our judgement for possible attack scenario) from
the threats listed in [40]. Since the attack tree lists specific attacks instead of generalized threats (STRIDE
category), the analysis is performed in a later phase of the design process, and basic security strategies have
been already adopted to secure system from basic possible attacks.
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Figure 20 An attack tree for Security Risk Assessment

Steps for risk assessment using the

ADtool

Stepl — The attack tree is drawn with help of ADTool, as shown in Figure 21.

Step2 — The model is imported to VBA, Excel, as an .xml file. The VBA scripts sorts basic attack steps (which are

at bottom of attack tree) and highe

r attack states.

Step3 — The evaluator needs to provide scores for threat level parameters and Impact level.
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Figure 21 An attack tree obtained using ADT tool

Step4 — The VBA scripts then evaluate, for all higher attacks, which are the basic attack steps involved and how
they are related using ‘AND’, ‘OR’, ‘SAND’, as shown in Figure 22.
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Figure 22 Basic attack steps and relations

Step5 — The implemented scripts evaluate canonical form (disjunctive normal form) for all higher attack states.
For example, the higher attack state ‘G1’ consist of three attack paths, these attack paths are related to each
other with disjunction (HAS will be compromised if any of the three attack paths are successful). The basic attack
steps inside each attack path are related with conjunction or sequential conjunction, i.e. attack path will succeed
only if all the basic attacks are successful.
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Figure 23 Disjunctive Normal Form for all higher attack states

Step 6 — Considering strategy listed in section 7.1, the critical basic attack and its likelihood will be evaluated
for each attack path. Finally, the risk matrix will be obtained using risk = likelihood x impact, shown in Figure 24.
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Figure 24 Calculated Risk Matrix
The entries of the matrix represent the risk scores, the row entry tells us which basic attack step is critical, and

column entry shows for which higher attack state.

4.5.3 Safety Risk Assessment and Combined Risk Assessment Approach

There is a number of safety risk assessment methodologies, each having certain benefits and certain limitations.
For example, the limitation of the Failure Mode and Effect Analysis is that it is more suited to analyzing systems
which have no redundancy and no multiple failures. Fault Tree Analysis (FTA) on the other hand allows logical
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combination of events but is generally qualitative, can be very complex to be solved analytically and doesn’t
support repair events. Continuous Time Markov analysis supports repair events but can cause state explosion
problem for complex systems and supports only exponential probability distribution functions. Therefore, hybrid
complex systems such as standby switching systems, where the main system, switching system and standby
system each has different failure distribution, it is very complex to solve analytically. In such cases Stochastic
Colored Petri Net (SCPN) models with simulation are used, they also take care of state explosion problem.
Therefore, for redundant systems and complex dynamic systems (switching systems) we should use SCPN model
and simulation, such as TimeNET tool.

A complex system however can use individual benefits of each of the methodologies. Such as the highly
redundant and complex part of the system can be independently analyzed with SCPN, and the equivalent system
can be replaced by a single element with corresponding failure rate. The modified system can be analyzed with
the help of FTA.

The identification of the Target of Evaluation (TOE) for threat identification in security evaluation is entirely
different from TOE for failure analysis, due to a very different kind of grouping of assets. Now when we consider
cross domain impacts e.g. if some security attack X is contributing to some failure mode A, we need to then trace
how this failure mode is propagating to the different systems of interest which are safety critical.

At every design iteration, we must consider dependence among the attributes, e.g. how security is impacting
Safety requirement of the system, how safety or security is impacting performance, so that when we are trying
to make design decisions, we must know that TOE/Asset should satisfy requirement w.r.t all the attributes.

Therefore, if we have a lot of cross domain impacts the tracing of failure (induced by security breach) to all the
affected assets becomes very challenging, complex and time consuming. For this reason, we need to maintain
the hierarchical failure and attack propagation structure in a matrix form. In such a hierarchical matrix, the impact
of previous hierarchical level is represented on the immediate next hierarchical level (in terms of failure
rate/likelihood). The components on the bottom of such trees such as failure causes, or attacks are guiding the
design strategies, therefore, we like to see the impact of bottom hierarchical level on all the higher hierarchical
level. This can be achieved by normalizing the numerical scores to 1, and then evaluating the higher powers of
the matrix until the matrix becomes constant, and then unnormalize the matrix to original scores [33]. A similar
matrix can be obtained for attack propagation structure. Both matrices can be combined in bigger matrix for
considering cross domain impacts.
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5. Platform Layer Tools and Methods

In this section we focus on 10T4CPS WP3 contributions for improving dependability on a CPS platform layer.
Specifically, we work towards improving system resilience — on one hand we define a method for achieving
resilience: Self-Healing by Structural Adaptation. On the other hand, we conduct analysis of indoor direction-
finding technologies in order to evaluate its’ resilience.

5.1 Self-Healing by Structural Adaptation

Failed observation data may compromise system's safety. For instance, an erroneous detection of surrounding
vehicles that is input to the path planning unit of an autonomous vehicle might cause fatal consequences.
Traditional fault-tolerance aims to overcome such critical failures.

Self-healing adapts the system during runtime to mitigate failures. Adaptation is a challenging process that can
be summarized by four abstract steps:

. collect environment information and derive internal system properties (state estimation)

. analyze the observations (failure detection)

. decide how to adapt to reach a desired state (find a recovery strategy, e.g. using an ontology)
. act (recover)

Self-healing is the ability of the system to react also to failures not specifically considered during design-time,
e.g., faults caused by functional, environmental or technological changes or zero-day malware. A very promising
approach of achieving self-healing is through structural adaptation (SHSA), by replacing a failed component with
a substitute component by exploiting implicit redundancy (Fig. 25) [24][25].

The implicit redundancy takes a different approach, compared to explicit redundancy which is achieved by
duplicating critical system components and voting over the value of the result. Implicit redundancy is the
principle of extracting the missing information about a CPS property from related properties. For instance, the
property a, provided by service A, can be substituted by a’, which is derived from the combination of properties
b and c.

AN T
G () @ o

Figure 25: Types of redundancy - explicit (left) and implicit (right) [25].

The algorithm uses a knowledge base, modeled as an ontology which defines the interrelation of properties in
the CPS as well as additional runtime information of the CPS.

SHSA can be used to replace failed observation data. It monitors and substitutes CPS variables (cf. signals) in
messages communicated between application components (e.g., sensors and controllers) based on a knowledge
base. SHSA can be encapsulated in one or more components listening and acting on the communication network
of the loT. The detection identifies a failed component by comparing its output to related information on the
network using the relations encoded in the knowledge base. A failed component may be removed or shut-down
to faulty messages and possibly propagating the failure. Then SHSA spawns a new component — the substitute
for the failed one. The substitute subscribes to related information and combines these (again by using the
relations in the knowledge base) to provide the needed information.

In this project we specifically target extensions to the knowledge base and substitution, the architectural
requirements regarding security and the fault detection. Preliminary results include:
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e Guided search of a substitution (speed-up of the recovery process). Evaluation and selection of a
substitution extracted from the knowledge base [26].

e Architectural requirements for SHSA and considerations w.r.t. security (will be reported in D6.1).

e Extensions to the knowledge base: encode relations in Prolog (rule-based knowledge base to enable
requirements checks). Implement state-aware relations (formerly only state-less relations were
possible). Demonstration of how to handle time in relations.

e Fault detection: automatic generation of a runtime monitor for related information considering
availability of the information and possible time delays (e.g., latency, physics).

Related work is presented in [27] and D2.1: “Consolidated state-of-the art report”. Case studies and examples
can be found in [25], [27] and D6.1.1: “Architecture for safe and secure automated driving platform
demonstrator”.

5.1.1 Architectural Requirements of SHSA

The Architectural Requirements of SHSA are already reported in D3.3. We provide a short reference here, for the
sake of completeness.

# SHSA Requirement Rationale

1 Dynamic Composability Add substitutes, remove/replace faulty components.

1a Reconfigurable Information Flow | Reconfigurable sender/receiver of messages.

1b | Common Communication One interface to access information.

1c Freedom of Interference Adding a substitute shall not alter the system.
1d Fault Containment Avoid fault propagation.

2 Information Access For learning, monitoring and substitution.

Table 6: Requirements to deploy SHSA on a CPS.

The system shall be dynamically composable out of several subsystems or components while preventing side
effects or undesired emergent behavior. This requirement enables independent development of system
components, reusability of components, and reconfigurability of the system during runtime. In adaptive CPS we
need dynamic composability in order to be able to add, change or remove components during runtime.

By further refining the dynamic composability requirement we get the following:

e Reconfigurable Communication: The flow of information shall be reconfigurable. Services share
information, hence, when a service is added or removed, the communication to and from the service
must be installed.

e Common Communication Interface: Since the system is assembled out of several subsystems, a
common communication interface must be provided to the reconfiguration mechanism. Hence, SHSA is
a challenge especially in heterogeneous systems.

e Freedom of Interference: The reconfiguration mechanism shall not compromise the system’s
functionality.

e Fault Containment: A failure of a service shall not propagate.

Information Access requirement relates to enabling access to the information related to system state.
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5.1.2 Extension of SHSA by Context Aware Monitoring (CAM)

This section introduces a new methodology that extends SHSA with the concept of CAM. This methodology allows
for resilient control and monitoring. It focuses on increasing the reliability, availability and integrity of collected
sensor data by applying SHSA as a self-healing data collection approach in combination with a context-aware
data monitoring concept. While Figure 26 shows the proposed concept, detailed information about the
methodology can be found in [41]. Hereinafter we focus on the usage of SHSA and skip the concept of context-

aware monitoring in this deliverable.
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Figure 26: Resilient methodology for monitoring and control in automation systems (adapted from [41])

i System Operator System Planner

SHSA detects and substitutes faulty observation data (e.g., from sensors, state estimators or other pre-processing
units). For instance, consider the amperemeter measuring the current through a power line fails, then an
overload of this line cannot be detected by a monitor relying on the data of this amperemeter only. SHSA
compares related signals to detect failures (here, in the amperemeter messages), and substitutes failed signals
by a function of related signals, in order to provide reliable observation data to subsequent units (here, overload
monitor). To this end, SHSA maintains a knowledgebase of information redundancy. Figure 27 depicts a possible
SHSA knowledge base for the respective application domain. The knowledge base comprises the relations
between CPS variables v and the availability of corresponding signals v (observations over time).

The CPS variable v, represents the power consumption on the power line /1. The power consumption is measured
by a sensor providing the signal v,. The same signal can also be derived from v, and viz (via relation-, cf. implicit
redundancy). Signals viz and vi measure the same CPS variable v; (cf. explicit redundancy). For instance, an energy
meter at the consumer and an amperemeter of the provider at the house connector both measure the current.
Variables can be provided by constants or configuration parameters too (e.g., voltage v, or modes Vswitches_status)-
SHSA is implemented as an additional service acting on the communication network of a system (monitoring
messages and substituting signals in messages). The SHSA service may run on a separate platform and connect
to existing systems, when the requirements of dynamic composition and communication are fulfilled. The
knowledge base is adaptive, that is, the relations and availability of signals may change during runtime, in order

to cope with various system changes.

This example shows how the new approach can be applied to energy distribution systems, but it can similarly be
applied to other application fields.
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Figure 27: Example SHSA knowledge base for the smart grid. CPS variables (ellipses) are related via
functions (boxes) to each other. Variables are annotated with available signals v.

5.2 Resilience analysis of indoor direction-finding technologies

As outlined in deliverable 3.3 a wide range of system critical applications in various domains such as autonomous
driving or industry 4.0 actively utilize localization. To apply localization mechanisms in the context of these
applications, it is important to assure their secure and dependable performance. Depending on the application
requirements (complexity of the environment, accuracy, energy footprint, update rate, etc), different localization
technologies can be utilized. As discussed in deliverable 3.3, several potential attack vectors exist in the context
of localization technologies. It is therefore important to evaluate a technology and potential counter measures
against existing threats within the designated application before its setup.

In Deliverable 3.4, a specific localization approach relying on distance estimations (with a single anchor), was
presented, which can be hardened against attacks. Such approaches became popular due to the increased
accuracy achieved by the state-of-the-art technologies estimating distance, such as Ultra-wideband (UWB). The
recent trend of estimating the Direction of Arrival (DoA) of an incoming signal, which may facilitate the setup of
Real-Time Localization Systems and decrease their costs, may also face security challenges, as already pointed in
[42]. Prior to investigating the security aspects of technologies enabling DoA, it is crucial to understand their
features and limitations.

As deciding on a specific localization technology is highly context dependent, the process of selecting such a
technology should be guided by certain design decisions. When enough information of certain technology is
available this can be done using established knowledge on the technologies. However, given the rapid
development in the context of wireless communication and its various applications in the context of localization,
this information is often not available. This deliverable presents the steps in designing an experimental setup,
which can be used to investigate the suitability of direction estimation mechanisms. Furthermore, the setup will
allow to benchmark and compare different (competing) technologies. The methodology will be outlined in the
context of two localization approaches out of the Direction of Arrival (DoA) localization class, namely UWB and
Bluetooth Low Energy (BLE). However, the methodology can be easily extended to test and benchmark other
DoA based technologies, such as WiFi.

This contribution focuses on pinpointing important factors in the preparation of localization test / benchmarking
test setups. Therefore, the results are only briefly explained. However, a detailed discussion and analysis of the
results can be found in deliverable D5.4.2, where an implementation of the proposed experiments is used to
establish how suitable UWB localization is in the context of enriching indoor context awareness.
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5.2.1 Introduction to Direction Finding

Direction finding is useful for many applications such as estimating the direction of an emitter relative to a
specified direction [43]. Technologies for direction finding typically make use of antenna arrays and direction-
finding methods such as Beamforming and Multi-Signal Classification (MUSIC) [44].

Currently, the applicability of direction finding to state-of-the-art communication technologies has attracted the
attention of the industrial and the scientific community. This specially holds for WiFi, Bluetooth Low Energy (BLE)
and Ultra-wideband (UWB) technologies.

These technologies are currently used in Real Time Localization Systems (RTLS), mostly based on distance
estimations from multiple reference devices (typically called anchors). Supplying an additional direction of arrival
(DoA) information could enhance such systems by reducing the number of anchors, reducing the energy
consumption, and increasing accuracy and precision. Currently UWB is typically used for high accuracy indoor
applications, as it achieves sub-decimetre accuracy (GroBwindhager, et al., 2018). In contrast BLE typically has a
localization error in the order of a few meters. To select and apply any of these technologies in the context of
trustworthy localization applications is necessary to understand their pros and cons.

So far angle of arrival (AoA) and phase difference of arrival (PDoA) transceivers had limited applicability, due to
the inherent complexity of such modules and their commercial prices. This scenario is changing as there are
currently off-the-shelf devices providing PDoA-based angle estimation for BLE and UWB transceivers. Also, a new
standard has been developed for BLE which supports direction finding: BLE 5.1. We refer to angle of arrival (AoA)
as a method enabling the estimation of the direction of an incoming signal, which can be done, for instance, by
using directional antennas. By phase difference of arrival (PDoA), we refer to a specific method which can be
used for AoA estimation in which the phase difference between two signals are used.

Although the benefits provided by direction finding to these technologies are evident, so far these technologies
have only been subject to initial evaluations within the scientific community. In addition, no thorough
comparison/benchmarking has been conducted. This contribution aims to design experiments which allow for a
fair comparison of the AoA capabilities of BLE and UWB with a focus on indoors applications. It is intended to
guide researchers and developers through important aspects that should be considered when evaluating
localization technologies. Based on the experimental setup established in this deliverable, D5.4.2 presents some
preliminary results about the evaluation of the UWB module obtained with the methodology described here.

5.2.2 Methods for angle-of-arrival estimation

Although both UWB and BLE rely on the phase difference between two signals to estimate the incoming angle of
a RF signal, they use different approaches. In this subsection, we summarize the main aspects necessary to
understand the basic principle behind each technology. We limit our introductory explanation to these two
technologies, as it would be out of scope to survey all the existing DoA methods.

UuwB

We aim to evaluate an approach which is described in details in (Dotlic, Connell, Ma, Clancy, & MclLaughlin, 2017),
because (to the best of our knowledge) it is the only documented module, which features UWB-based PDoA
estimation. To date there is no standard encompassing direction estimation within UWB. Typically, an UWB
receiver provides a Channel Impulse Response (CIR), estimated from the preamble of an incoming UWB packet,
as shown in Figure 28. By using coherent receivers, both absolute value (as shown in Figure 28) and phase
information can be extracted. In particular, the First Path (FP) sample phase, which corresponds to the phase in
which the straight line connecting transmitter and receiver, can be estimated. Then, the construction of the PDoA
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UWSB receiver is nothing else than two instances of such a receiver placed side-by-side at a given distance (which
should be less than half of the wavelength used) supplied by the same clock source. Both receivers turn on at the
same time and calculate the FP phase independently, and the times of arrival of the signal in both receivers are
subsequently subtracted from one another. Finally, the AoA can be calculated by:

a
27rd)

6 = arcsin(

Where:

6 =angle-of-arrival

A =wavelength of the UWB carrier

a = phase-difference between the FP estimated by both receivers
d = distance between the two antennas

Figure 28: Exemplary Channel Impulse Response (CIR) obtained from a UWB receiver.

A module implementing this approach, namely dwm1002, was distributed by Decawave and used in our
experiments. Additional details can be found in (Decawave, Beta PDoA kit User Manual V1.0., 2018).

Bluetooth Low Energy

The recent BLE 5.1 standard (Core specification v5.1, 2019) describes the optional feature of supporting AoA/AoD
(angle-of-departure). This can be accomplished by appending a constant tone extension (CTE) to the end of a
packet. The constant tone is sampled by a distant coherent receiver using multiple spaced antennas (connected
to the BLE transceiver through a switch). Therefore, the samples are not acquired at the same time instant (as is
the case for UWB), but sequentially, which makes the approach more vulnerable to clock variations. A higher
accuracy in angle estimation could be achieved if two BLE receivers were used in parallel in the same module.
Such an approach has not yet been evaluated (up to our knowledge), but is less likely to be accepted, as BLE is
typically intended for (low-power) communication in the first place and using multiple antennas would lead to
an increase of costs and energy budget. Additional details such as how many antennas should be used, or in
which sequence the samples should be taken are out of the scope of the standard and left as a degree-of-freedom
to the developer. To our knowledge, the first off-the-shelf development kit supporting AoA estimation with BLE
5.1 (and the only one available at the time of the start of this investigation) was the SimpleLink™ Angle of Arrival
BoosterPack (Texas Instruments, Bluetooth™ Angle of Arrival (AoA) Antenna Design) developed by Texas
Instruments. We use this module in our evaluation.

5.2.3  Security threats
To the best of our knowledge, there are no specific published attacks applicable to direction of arrival estimation

using UWB. However, there are general attacks to Angle of arrival estimation, such as Jamming (A. Abdelaziz,
2016), which may be also applicable to UWB. This is due to the novelty of the approach. In addition, it is difficult
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to perform an attack, as an adversary must be able to change the phase difference of the transmitted signal
measured at two antennas quasi-simultaneously. Such an attack is easier to implement in the context of BLE,

where an incoming signal reaches the diverse receiving antennas with a significant time delay.

In order to compromise an angular estimation by a BLE compliant receiver, an adversary transmitter can control
its CTE phase [42], which should be always constant according to the standard. Additionally, to this attack, which
we may reference as a Direction Fraud, it is possible to think in a Mafia (direction) Attack, which consists of an
external device interfering in the angle estimation from the anchor towards the tag. We will discuss how to design
such attacks in Subsection 5.2.5 .

5.2.4 Goals

We aim to design and experimental benchmarking setup, that enables us to:

e To evaluate the performance of AoA-capable technologies in realistic environments. Independent
evaluations investigated the two target technologies, including the one published by the manufacturers, and
showed how the modules behave in a perfect environment (anechoic chamber), where the absence of
multipath/reflections and obstacles may overestimate the performance of the technologies in real-world
applications. These evaluations are often insufficient to draw strong conclusions on which technology to
choose for a particular application. Therefore, we design measurement setups intending to provide
developers, researchers and system designers aiming to perform their own comparison across different DoA
technologies with guidelines and recommendations on how to perform a fair comparison across DoA
technologies and recommendations;

e To compare the DoA resilience of different technologies in non-line-of-sight (NLOS) and realistic multipath
setups. The influence of NLOS and multipath are often jointly evaluated in complete localization systems
only. Nonetheless, the decoupling between distance and direction estimations enables to evaluate their
performance separately. BLE-based distance estimation is well-known to be strongly affected by multipath
effects (Zanella & Bardella, 2014). UWB, on the other hand, is capable of distinguishing quasi-simultaneous
pulses due to its narrow pulses (which are a consequence of the high bandwidth) in the time domain.
Additionally, the high bandwidth of UWB makes it more resilient to frequency-selective obstacles than BLE.
By combining strong multipath with NLOS in the same experiments we intend to evaluate the feasibility of
estimating the incoming angle from the multipath components, as the First Path component will be totally
blocked (under hard NLOS). The same setup still provides significant results to other technologies.

e To test other hypotheses that are relevant in the domain. In particular, about the possibility to improve
accuracy by varying parameters and about the potential benefit of using multiple antennas to increase the
accuracy of angle estimations.

Though the results of the experiments will not be presented in this deliverable, partial results will be made
available in the Deliverable 5.4.2 of 10T4CPS, where we used the testbed setup developed in WP3 to benchmark
the DoA performance. The complete set of conclusions and relevant results will be submitted for publication in
a recognized dissemination outlet.

5.2.5 Experiments
We describe in this Subsection the complete set of experiments designed to evaluate and compare DoA

technologies. To test them in their natural habitat it is important to utilize a parameterization as
recommended by the manufacturers. For UWB the standard parameterization is as follows:

Version V1.0 Page 34 /52



1oTACPS — 863129 D3.7
PUBLIC

e  Preamble length of 128 symbols
e  SFD of 8 symbols

e  PHR of 16 symbols

e No data in the payload

e Data rate equals 6.8 MHz

e Channel 5is used

e 2 antennasonly

And for BLE, the standard parameterization is as follows:

e  Connection interval equals 50 ms

e Allchannels in the range 0-37 were enabled
e CTE length equals 160 us

e  Sampling slots of 1 us are used

e 3 antennas (a comparison with 2 antennas is also included)

To evaluate solely the impact of the multipath components, we designed experiments in different indoor
environments. In particular, we consider a classroom, which is expected to present discrete multipath
components due to multiple spaced objects, and a corridor, which is expected to present a continuous range of
multipath components. The resilience of each technology to NLOS is then evaluated in both of these
environments. We also design experiments to evaluate the effect of varying parameters intrinsic to each
approach, such as the number of antenna elements and the signal bandwidth.

Line-of-sight

In order to compare the performance of technologies in realistic environments, we started by designing an
experiment taking place in a common environment, sharing spectrum with other technologies (in this case, WiFi),
which is a classroom. This environment is occupied by several distinct objects, such as tables and chairs, which
are also commonly found in offices and restaurants.

By moving the transmitter around a fixed receiver/anchor, it is possible to register a difference in phase among
elements of the antenna array. The same effect can be generated by rotating the anchor in the opposite direction
while fixing the transmitter in a static position. Not only is this approach more practical, as depending on the
environment, it is the only feasible option due to spatial constraints and is often used in anechoic chambers. We
recommend using the same approach, as it allows a seamless comparison with results obtained in an anechoic
chamber, as well as with results from other experiments in which it is not possible to rotate the tag.

As the current COTS hardware supporting PDoA feature highly directional antennas with a non-ideal performance
near the fire-ends (the axis of the antenna array) an angular range from —-90° to 90° in steps of 10° should be
sufficient for this kind of comparison. As the technologies develop, this step size may no longer suffice.
Additionally, we encourage the repetition of the measurements at different sender-receiver distances due to the
high complexity of the environment. Distances in the range, 2m, 3m and 4m should be common in such a
scenario. A photography illustrating our setup for this design can be seen in Figure 29 and an extract from the
results is shown in Figure 30. The complete set of results obtained with UWB is available on Deliverable 5.4.2.

Version V1.0 Page 35/ 52



1oTACPS — 863129 D3.7
PUBLIC

Figure 29: Setup of measurement under LOS in a classroom when the distance between sender and
receiver equals 4m and the angle of the Rx (anchor) equals 0°, i.e., the antenna array is perpendicular to
the line connecting sender and receiver.
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Figure 30: Angles estimated with UWB at 3 different distances in a classroom.

Non-line-of-sight

In order to assess the effect of removing partially and totally the first path component we propose inserting
different obstacles in between sender and receiver. A perfect absorber/absorber foam (worst-case scenario,
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which we also refer to as strong NLOS) and a human (common obstacle in diverse applications, which we also
refer to as light NLOS) may be chosen as obstacles. A single distance may be fixed in order to reduce the number
of parameters to analyse. We opted for a sender-receiver distance of 3m. Additionally, the angular range and
step size may be modified accordingly for the same reason. We recommend measuring at 3 different angles with
symmetry to facilitate debugging. In our experiments, we used: -30°, 0° and 30°. The obstacle is positioned
always in the middle between sender and receiver, i.e., at a distance of 1.5 m of any of the devices.

Strong multipath

To assess the performance of angle estimations subject to multipath components, it is important to diversify the
environment. As already mentioned in Subsection 5.2.5, an environment may introduce a continuous and
uniform range of multipath components in the signal reaching the receiver device. Such an environment can be
emulated by a long and narrow corridor, as the one shown in Figure 31. In our measurements, the distance
between tag and anchor was increased to 10 m. Although this prevents a seamless comparison with the results
from the previous Subsections, it decreases the time difference between multipath components and the first
path, therefore amplifying the expected effect: interference between first path and multipath. We test again for
3 different angles between anchor and tag as in Subsection 0: -30°, 0° and 30°.

Multipath and NLOS

Similarly to the “Non-line-of-site” design, this setup is intended to eliminate (partially or totally) the first path
component. Once again, two obstacles with different properties may be placed in between sender and
receiver. Besides comparing the performance of the technologies, this test assesses the capabilities of
technologies to estimate the incoming angle form multipath components. A photography of the setup is
illustrated in Figure 31.

Figure 31: Rear view of the (UWB) tag. Perfect absorber is placed at the same height in such a way that
the first path is obstructed.

Number of antenna elements

It is known that by increasing the number of antennas it is possible to get more accurate direction estimations,
for instance, by using the MUSIC algorithm [44]. However, in [45] inconclusive experimental results were found
by increasing the number of antenna elements. This finding motivates us to design an experiment in which it is
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possible to test whether adding spatial diversity increases accuracy and/or precision of angle estimations. Due
to hardware constraints, the experiment has to be limited to BLE, as the available module provides means to
easily check this hypothesis. We recommend performing the angle estimations outdoors or in a multipath-free
environment, to avoid multipath components.

Variation of parameters

Besides the parameters varied in the previous designs, several other intrinsic and technology-dependent
parameters can interfere in the performance of angle estimations. As the target technologies within this study
and their respective methods to estimate angles are very different, we group the key parameters per
technology. For BLE, they are: CTE length, sampling slot duration, sampling frequency and number of channels.
For UWB, these include preamble length and channel (with different bandwidths, but same central frequency)

Varying channels/central frequency within UWB is not included as it requires additional packets and is
potentially affected by mutual coupling between the antennas, although it may become a hot research topic in
the future, with the development of application specific antennas. Note that the channel variation within UWB
can be tested as long as the central frequency remains the same.

Security

In order to test security aspects, a software-defined radio (SDR) is recommended, as it is more flexible than
COTS devices and typically enable the implementation of more sophisticated attacks, which would not be
possible using standard-compliant modules. This approach was also chosen in [42]. Thus, a BLE Direction Fraud
can be accomplished by using a SDR at the transmitter’s side instead of the COTS devices used in our setup.
Nonetheless, if the adversary intends to accurately control its angle towards the receivers, it must know not
only the switching sequence at the receiver, as well as its actual angle towards this device. Cominelli et al [42]
show a counter-measure to this attack.

The BLE Mafia (direction) Attack can be implemented by adding to the setup from our experiments described in
Subsection 5.2.5 an adversary aiming to change the apparent direction of the honest transmitter. It can
accomplish this by synchronizing to a packet transmitted by the sender and either overshadow its CTE with a
modified and stronger one or adding to the transmitter’s CTE another one which when combined results in a
carrier with the desired phase. Up to our knowledge, none of those (Mafia) attacks have been implemented to
date. Jamming attacks affecting either of the technologies can also be possibly implemented by using SDRs. It is
important to account for the bandwidth and frequencies covered by a SDR (or its daughterboard) so that it fits
to the experiments. The costs of SDRs tend to increase with these parameters, which makes SDRs covering the
UWB spectrum expensive.

5.3 Estimating Orientation

In this subsection, we discuss the challenges in estimating orientation, based purely on inertial sensing devices,
and provide experimental results recorded during operation of a realistic work tool prototype in harsh industrial
environment. The measurement noise, inherent in various commercial inertial sensors, is typically modelled with
a Gaussian distribution and usually, for smoothing the orientation estimates, a Gauss-Newton optimization is
applied. In harsh environments, it is critical to obtain not only the orientation estimates, but also to estimate
their uncertainty. In the case of Gaussian noise, the uncertainty is characterised by the covariance. Typical
optimization algorithms for smoothing orientation estimates require an initial estimate, inertial data from
accelerometers (y,), gyroscopes (y,,) and magnetometers (y,,), and the corresponding covariance matrices (2,
2., Zm)- In the filtering process, the covariance of the estimate plays a critical role for computational reasons,
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for which specific diagonal subsets of the inverse are considered. Specific specialized filtering methods, such as
the extended Kalman filter (EKF), can be interpreted as Gauss-Newton optimization of the filtering problem using
a single iteration with a step length of one. Alternatives to EKFs for orientation estimation are complementary
filters, which benefit from the fact that both the gyroscope and the combination of the accelerometer and the
magnetometer provide information about orientation. The orientation estimates obtained from accelerometer
and magnetometer data are noisy, but accurate over time. On the other hand, the orientation estimates based
on gyroscope data are accurate on a short time scale, however they drift over time. These properties can be
interpreted and exploited in the frequency domain. The orientation estimates using gyroscope data have
desirable properties at high frequencies and hence are filtered using a high-pass filter. In contrast, the orientation
estimates obtained from accelerometer and magnetometer measurements have desirable properties at low
frequencies and hence are filtered using a low-pass filter.

The purpose of combining orientation and localization awareness is to enable specific corrective measures
and/or provide predictive feedback related to position, location, distance and angle orientation of the work
tool and the hand with respect to each other and with respect to the working piece. In this scope, we explored
the accuracy and resilience of orientation estimates for a particular industrial tool, i.e. a power tool, in the
context of a realistic harsh industrial environment.

For this purpose, we have mounted one wireless (matchbox-sized) Xsens IMU device (Figure 32/left) on top of a
commercial power tool (Figure 32/right) and performed various experiments with the augmented tool in harsh
environments, including large disturbances of high-frequency vibration and electromagnetic interference. The
time series fragments in Figure 33 present a sequence of short drilling operations followed by brief rotations of
the work tool around its axes. Both raw sensor data and orientation estimates are computed and displayed in
real time. As this live experiment did not include any additional source of information (e.g., camera), there was
no ground truth orientation reference for computing the error of the estimate.

Figure 32 (left) Xsens MTw IMU, providing wireless motion tracking by built-in 3-axis accelerometer,
gyroscope and magnetometer. (right) Power tool augmented with an Xsens on top.

Nevertheless, as Figure 33 suggests, despite the large magnitude of disturbances induced by the motor rotation,
on overall the deviation of the orientation estimate varied between 1 and 2 degrees for pitch and roll, and was
below 5 degrees for yaw, providing evidence for a reliable and stable orientation estimate in industrial operation.
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Figure 33 Acceleration X,Y and Z axes (in m/s?) and orientation estimate roll, pitch and yaw angles (in
deg) time series, in a drilling experiment using Xsens IMU attached on top of a power tool. The drilling
fragments demonstrate the robust orientation estimate in harsh industrial conditions.

The overall distributions of the time series, presented in Figure 34, are in line with the fact that it is typically
easier to obtain accurate roll and pitch estimates than it is to obtain accurate heading (yaw) estimates. Although
the accelerometer and the magnetometer measurement noises are of equal magnitude, the heading angle is
estimated with less accuracy compared to the roll and pitch angles. The reason for this is twofold. On one hand,
the magnetometer’s signal to noise ratio is worse than the one for the accelerometer, since magnetometers have
a magnitude of 1 while accelerometers have a magnitude of 9.82 m/s2. Furthermore, only the horizontal
component of the magnetic field vector provides heading information. Since accelerometers only provide
inclination, in case no magnetometer measurements are available, the heading can only be estimated from
gyroscope data, which inevitably drifts over time. The presented results suggest that depending on the
magnitude of mechanic and electro-magnetic disturbances and the uncertainty in inertial and magnetometer
measurements, the errors in roll and pitch (and yaw to a certain degree) estimates, therefore, can be kept under
control effectively.
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Figure 34 Overall distribution of the time series presented in Figure 33, revealing the highly accurate roll
and pitch estimates and the less accurate heading (yaw) estimates (in deg).

Version V1.0 Page 40/ 52



1oTACPS — 863129 D3.7
PUBLIC

6. Network Layer Tools and Methods

In this section we focus on 10T4CPS WP3 contributions for improving dependability on network CPS layer.
Specifically, we focus on a recommender system which should help the 10T system architects to select the
protocols which meet the requirements of their systems.

6.1 Recommender System for Dependable loT applications

Along with the growing market of Industrial 10T (lloT) applications, the set of available network technologies is
continuously expanding. Today, developers have a huge set of connectivity networks at their disposal, ranging
from short-range networks such as Bluetooth to global connectivity via satellite networks [1]. Depending on the
specific use case of each lloT application, different approaches constitute the most cost-effective network
technology solution, as there is no “one-size-fits-all” solution.

Choosing the set of network technologies, which fits the needs of the lloT use case must be a careful trade-off
between the ability of the technologies to meet specific functional requirements and the related costs [1].
Complex lloT systems — as sketched in Figure 35 — have a significantly larger set of dependability requirements
compared to “normal” IoT applications. As the systems connectivity network plays a major role in fulfilling these
requirements, choosing the correct set of technologies is crucial.
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Figure 35: A complex lloT system comprising file, edge and cloud components

6.2 Aim of the Recommender System

Depending on the application and its scope, different system architectures can be applied. However, most
applications follow the generic system architecture. This architecture comprises different system levels and
possible interconnections.

The challenge in building such systems lies on interconnecting already ongoing engineering activities and
brownfield devices at multiple levels and enrich them with tools to address dependability aspects of the system.
Usually such a system design is derived by experts and causes a lot of effort and state-of-the-art expertise. The
proposed approach tries to perform the design and partial configuration of a system in a semi-automatic way.
Thereby, specific system constraints and requirements will be considered. They are ranging from basic
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communication properties such as energy consumption, bandwidth and latency to specific dependability
attributes such as integrity and availability.

The system designer has to provide application specific requirements (e.g., purpose, location, connectivity,
power supply) and high-level architecture patterns (e.g., direct connection field cloud or multilevel
communication via edge devices). Based on this information, the recommender system is capable of computing
a feasible system setup (system topology, technologies to apply within the system) regarding a specified use
case, without the need of consulting experts. Figure 36 illustrates the workflow of the recommender system.

Beside generating a suggested system topology, the recommender system will match the application’s demand
regarding dependability attributes with the offered attributes of the possible technologies. Thereby, qualitative
and quantitative measures are applied. Based on this, a final selection of technologies is possible.

Integration of knowledge and

Systematic assessment Transformation of assessments queries in semantic framework
of wireless communication protocols in well defined interlinked ontologies for configuration/decision support
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Figure 36: lllustration of the workflow of the recommender system

6.3 Knowledge Base

The aimed ability of the recommender system is based on maintaining a knowledge base, comprising of the
technical and functional characteristics of all the available network technologies. The database of the
recommender system is based on the Open Semantic Framework (OSF). The open semantic framework, cf. [34],
structures information in domain-specific knowledge packs (KP), which depend on several core ontologies
(containing general information about concepts, quantities, units, events etc.). The OSF allows for a modular
management of knowledge specifically tailored to the application as sketch in Figure 37. OSF knowledge can be
accessed and managed during runtime via a REST APl and thus easily integrated in established process
environments. Using construct or update features, it is possible to curate and extend both the available
knowledge in the OSF as well as construct or update the corresponding queries. Additional domain-specific
knowledge packs and domain specific queries can be added to extend the functionality of the framework towards
the desired application domain.
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Figure 37: Modular architecture of the Open Semantic Framework

Based on the OSF different KP were developed as basis for the recommender system as depicted in Figure 38.
The “protocol KP” comprises the basic properties of communication technologies. Besides that, the KP focusses
on measures regarding dependability. These measures contain a set of dependability methods such as multipath
routing, frequency hopping, or retransmit mechanisms. In addition to the method, also the layer (w.r.t. the 1SO-
OSI reference model) is specified. The dependability measure of the protocol KP is further linked to concerned
threats of the dependability KP. Threats are basically described in terms of affecting dependability attributes and
their impact on the overall system. The impact in this KP is agnostic w.r.t. to application domains or systems.

If a more complex modelling is necessary, a KP based on the threat model introduced in Section 4 and 5 can be
designed. With this model a higher level of detail can be achieved than in the basic model. The OSF enables to
curate dependability threats independently from protocols (different knowledge packs). Additionally, the links
across different knowledge packs are used to assess how well specific protocol instances can deal with threats.
This allows an assessment of the overall dependability of a set of protocols across different threat levels on

different layers.
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Figure 38: Core KP for the recommender system
6.4 User Interface

In order to sketch the functionality of the recommender system, an example a user interface is depicted in Figure
39. On the left-hand side, it allows the system designer to select the environment high-level requirements.
According to this selection, the centre of the Ul reflects the architecture of the overall system. Additionally, it is
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possible to set specific numerical parameters for the overall system on the right-hand side. The bar on the top
finally depicts considered. According to the traffic-light colouring, the technologies are justified.

Although a stand-alone solution with a dedicated user interface suffices the needs of typical systems, more
complex systems can hardly be modelled. However, the limited flexibility and complexity is mainly limited by the
expressiveness of the user interface. Additionally, commonly used system design tools are easier to manage for
a system designer. Thus, the integration of the business logic of the recommender system in state-of-the-art

system design tools is investigated.
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Infrastructure:
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Power Supply:
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50
Device Relation:

|Eva|uation Details
None

Figure 39: lllustration of the Recommender System with possible input parameters
6.4.1 Integration in the IOT4CPS framework

As a next step, the recommender system and the respective Ul concept should be integrated in a state-of-the art
system design tool. Thereby, the used set of tools should comply with the design framework developed in the
context of this project. Like the development of “THREATGET” 1, the recommender system can be extended or
connected to a plugin for the well-known tool Enterprise Architect. This tool allows for flexible system design
and a seamless use of different components of the IOT4CPS design framework in a single environment. The
environment itself is extensible such that the business logic of the recommender system can be integrated.
Additionally, many domain specific frameworks are based on Enterprise Architect as well which allows for a
comprehensive and seamless system design. For example, in the Smart Grid domain the toolset for the Smart
Grid Reference Architecture (SGAM) is based on Enterprise architect 2.

6.4.2 From development to operation

Traditional automation and control systems strictly distinguished between design/development on the one hand
side and operation on the other hand side. Due to the increasing speed of technology development in the 0T,
this border vanishes successively even in the context of highly reliable and safety critical systems. Although
“DevOps” concepts are becoming more and more relevant, dependability aspects have to be guaranteed at any
time of operation.

! https://www.threatget.com/what-is/

2 https://sgam-toolbox.org/
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In order to address this aspect, the recommender system can evolve from a pure design system to a DevOps
system comprising run-time dependability evaluation and system adjustment in case of dynamic system changes
or faults. For this purpose, methods for monitoring and assessing system parameters need to be developed.
These methods serve as input to the recommender system are the basis for runtime reconfiguration of the
system.

7. Conclusion

Deliverable “D3.7: Final report on tools and methods” provides a detailed insight into state-of-the art tools and
methods, which are the outcome of IoT4CPS project WP3. The methods and tools are strongly motivated by our
two main use cases of Automated Driving and Smart Production. The aim of methods and tools of D3.7 is to build
dependable systems by improving their safety & security using:

e Security tools such as ThreatGet, GSFlow, Moreto

e  Security risk assessment methods such as FMVEA

e Co-engineering methods for safety and security

e Resilience techniques and architectures, such as Self-Healing by Structural adaptation
e Trusted localization and orientation

e Recommender Systems for building large loT-based applications

e Sensor-level security

e High-level guidelines on writing crypto APls

e V&V patterns for Security Risk Assessment

Our tools and methods cover a wide spectrum of both design time and runtime methods which aim to make the
system more safe, secure, resilient to failures, reliable and trustworthy in general. We strongly believe that
dependability is a complex system property which must be addressed at different levels of complexity and
multiple stages of product lifecycle. IoTACPS consortium is looking forward to further improving the tools and
methods in order to provide the industrial partners in Austria the means to achieve competitive advantage on
the market.
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8. Appendix A: V&V pattern — Security Risk Assessment with Attack Trees

In this appendix we provide a formalized abstraction, namely a V&V pattern, for our Security Risk Assessment
from section 7.1.1.

= Normalized AT J_ —_— e ———— -
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Figure 40: A pattern for Security Risk Assessment

The definitions from the pattern include:

e Attack Tree (AT): a tree graph with inner nodes representing logical OR/AND/SAND operations of lower
level tree elements

e  Basic Attack (BA): bottommost AT nodes, representing atomic or elementary security threats
e Higher Attack State (HAS): all not BA-nodes in the AT.

e Impact (Strength) / Severity Level: severity of consequences of a successful attack

e Likelihood / Threat Level: probability of occurrence of a certain threat or attack

e  Risk: Impact * Likelihood
e Target System (TS): the CPS for which security risks shall be analyzed

Participants and important artefacts include:

e System Expert: a person that has sufficient knowledge about the TS for providing all relevant
information to the Security Expert

e  Security Expert: a person who can identify all BAs relevant for the TS, and who knows how they
interrelate for building the AT.

e Target System Description: information at sufficient detail about the TS that can be used by the experts
for building the appropriate AT.

e  Attack scenarios: considering known attack scenarios help avoiding omission of security threats.
e Attack Tree: tree-like graph representing derivation of complex threats from basic attacks.
e  Basic Threat Levels: likelihoods of BAs.

e Higher Impacts: impacts of higher nodes in the BA tree (that are known a priori).
e Normalized AT: AT turned into disjunctive normal form (DNF).
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e Enriched AT: normalized AT, annotated with basic threat levels and higher impacts.

e AT with Likelihoods: enriched AT with likelihoods computed for all nodes.

e  Risk Matrix: matrix showing the risks of all attacks for all target system. components/items.
Actions and collaborations include:

(1) Build Attack Tree:

o ldentify the BA that are principally possible for the given TS.

o  Multiple attack scenarios are considered by combining BAs via ‘OR‘, ‘AND’, and ‘SAND’
(sequential AND) nodes, reflecting experts knowledge about their combinatorial
characteristics.

o  Multi-stage attacks are considered by iterating step 2, including new nodes, in a tree-like
manner until a topmost attack threat is reached.

(2) Evaluate canonical form: For considering OR combination of attacks, evaluate the canonical form (DNF

— Disjunctive Normal Form) of the attack tree. In canonical form all the attack paths are related to an
attack state with OR (disjunction) relations. Now, each attack path consists of several basic attack steps
related with (S)AND ((sequential) conjunction). This means the attack path will be successful if and only
if all the basic attack steps involved are successful.

(3) Assign known values to AT: assign ordinal (e.g. “very low” @ 0 ... “very high” & 3) threat levels to BAS’,

and quantitative severity levels to all higher nodes of the AT.
(4) Compute all likelihoods: For the higher level and multi-level attacks represented (HAS) by the non-leave

nodes of the AT, their likelihoods are computed as follows:

o For OR nodes, the canonical form gives all attack paths to each state related with OR
(disjunction) and we do the risk assessment for each attack paths individually. Note that the
resulting risks are propagated separately to the next higher level.

For AND nodes, likelihood is the minimum of all direct lover level nodes.

o For SAND nodes, compute likelihood as for AND nodes (i.e. do not consider the impact of
sequential dependences on threat level). (The reachability score for following attacks can be
taken as preceding attack, as this provides a gateway to the following attacks.)

o Note: a OR-HAS will be compromised if any of the its attack paths is successful.

(5) Evaluate risks (risk matrix): For each node, compute risk as product likelihood*impact. Represent the
result in a matrix with all TS components on one axis, and all threats — basic as well as higher and multi
—on the other.
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9. Appendix B: Pattern for Implementing Self-Healing by Structural Adaptation (SHSA)

SHSA is a method for finding a component to replace the failed component automatically by another
component that can provide the functionality of the failed component at least to an acceptable degree.

Preconditions:
e The system (CPS) shall be composed of components.
e The system shall be dynamically reconfigurable, i.e. it must be possible to replace components by

others at runtime, including redirection/rearranging of communication without interrupting the
system’s operation.

e To identify an appropriate substituting component, a knowledge base is needed within the system,
containing all information about its components with respect to input, output, and functionality.

Considerations/Constraints: Usually, three categories of components are distinguished: sensor-oriented,
computation-oriented, actuation-oriented ones. In principle, the described approach is appropriate to handle
failures of all kinds of components. However, it is unlikely that implicit redundancy exists for actuation
components in a system; hence, the described pattern is less appropriate for that category of components.

Recon
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Figure 41: High-level pattern for SHSA

Solution: Three tasks must be performed in sequence: (i) detects failures, (ii) decides how to replace the failed
component, (iii) performs the system reconfiguration. Whether these are realized by a single unit (component),
by several ones, or by the whole system in a distributed manner, is of less relevance or, more precise, up to the
implementation. Therefore, we concentrate on the activities rather than on (software) components.

The most important property of a component considered here is its output, i.e. the data it provides
to other components. Such data have certain properties such as semantics (meaning), value range,
precision, and frequency of delivery.
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Figure 42: Identifying a substitute component
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Figure 43: Adapting the structure of a system

Important Artefacts:

Knowledge base: machine readable description of all components the target system consists of. For each
component, this includes at least its purpose or meaning, required inputs (purpose, value range, units,
...) and provided outputs (purpose, value range, units, ...). For increasing the flexibility of the
substitution finding process, purposes could be interrelated using an ontology. For instance, “brake
distance” = (“distance” AND value < distmin).

Failure model: machine-readable specifications of correct behavior for each system component properties
describing correctness of their output. If the output deviates from these specifications — perhaps, for a
certain timespan, the component is considered as failed. This includes violation of value range as well
as delivery frequency. The failure model can be realized as part of the knowledge base.

Messages: components communicate by exchanging messages.

Failed component: unique identifier of the component that deviates from specification.

System configuration: specification of the currently active components and their properties, e.g. resource
consumption and controlled hardware.

Reconfiguration info: describes which components to shut down and to start (where), which messages are to
be replaced by others, and how to reallocate resources.

Activities:

1. Detect Failure: The system (e.g. some special unit or component, see “Solution” above) continuously
observes the communication between the components and detects deviations from specifications, both in
value range and time range. The latter may range from not sending any messages anymore (fail-silent) or
too many (babbling idiot). In addition, resource consumptions (e.g. CPU time, memory or power
consumption), can by monitored. Whenever a deviation is detected (for a minimum, system-dependent
time span,) the failed component is forwarded to the next activity /dentify Substitute.

2. Identify Substitute

2.1. Get list of needed output: in the knowledge base, the output of the failed component, i.e. the
messages sent by it, are identified.

2.2. Find components providing (part of) output: in the knowledge base, components are searched that
provide either the same messages, at least part of them, or messages that can be used as surrogates
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for the lost ones. (See the remark on ontology under the knowledge base description.) These
components are referred to as ‘candidates’ in the following steps.

2.3. Complete and evaluate candidates for substitution: for each component found in step 2.2, several
further steps need to be done. Note that these could be done in sequence, but as it makes sense to
stop and eliminate a candidate whenever one of the steps fail, they are shown as a group of activities.

2.3.a. Complete candidate: if a candidate component does not provide all the lost messages, the
knowledge base is interrogated to find other components that would provide these messages. If
this quest fails, the respective component is removed from the list of candidates.

2.3.b. Compute usability: If a component (set) is found that provides the same lost messages, its
usability is computed. This means it is evaluated how precise the missing messages are
provided, whether transformations are needed to provide them in the expected formatted, how
often they are provided, which resources the surrogate components require, including sensors
that are perhaps not available, and so on.

If an unavailable resource is needed or another reason opposes the acceptance of the
component (set) as substitute, it is removed from the list of candidates.

2.3.c. Rank candidates: if more than one surrogate candidate remains, remaining candidates are
ranked, with ranking criteria depending on the target system or the purpose of the failed
component, respectively. As result, the chosen candidate is forwarded to next activity.

2.4. Get best substitute: if a valid substitute is found, the Reconfiguration info is produced. It contains the
identifier of the substitute component(s) together with information whether they must be started,
which resources additional resources are required, as well as system dependent data such as, e.g.
scheduling details. Finally, if a message is not provided in the expected format, it is specified how the
surrogate messages need to be adapted.

3. Adapt Structure: using the Reconfiguration info, the system structure is modified to operate with the
substitute components instead of the failed one.

3.1. Remove failed component: any resources of the failed component are freed.

3.2. Start missing component(s): if there are components of the substitution are not yet running, they are
started, allocating the resources as specified in the Reconfiguration info.

3.3. Modify messaging:

3.3.a. Activate adapters: if a message is not provided exactly in the way as that substituted by it (e.g.
different format or dimension), an adapter is needed that converts it into the target shape.
Depending on the system architecture, such adapters can be established as output filters of the
sending component, input filter of the receiving component, or as transformer in the
communication network.

Not that this also applies to any messages needed by newly started components.

3.3.b. Rearrange communication: if necessary, the intra-system network is updated so that the
substitute messages receive the right components (as well as the substitute components receive
all messages they need).

3.4. Update system configuration: finally, the system configuration data is updated to correctly reflecting
the new arrangement of resources, components, and messages.

4. Shutdown: if no substitute could be found, the system has either to be stopped in a safe manner or, if this
is not possible, to be turned into a mode of graceful degradation.
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