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Background

« A demonstrator for automated security testing based on attack patterns has
been developed as part of the "ICT of the Future" project IoT4CPS

« The demonstrator named MgqttRazzer is a framework for generating random
tests including security attacks for or via an MQTT broker

 For further details see

Sochor, H., Ferrarotti, F., Ramler, R.: An Architecture

for Automated Security Test Case Generation for MQTT
Systems. In International Conference on Database and
Expert Systems Applications (pp. 48-62). Springer, 2020.

Sochor, H., Ferrarotti, F., Ramler, R.: Automated security
test generation for MQTT using attack patterns. In
Proceedings of the 15th International Conference on
Availability, Reliability and Security (pp. 1-9). ACM, 2020.
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Core Components

1. Test case generation
2. Test execution
3. Test adapter
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Architecture Overview

Test Case Generation

Open source tool Randoop?
a feed-back directed random
test generator

Randoop uses the test adapter
to access the MOQTT broker
Config specifies which adapter
methods are used in
generating test sequences

Randoop outputs generated
sequences as JUnit test cases

1 https://randoop.github.io/randoop/

30.9.2020, Software Competence Center Hagenberg GmbH

e®oe

IOTLCPSY) -

Trustworthy loT for (PS e

Test Case Generation

Test Adapter

test
generation Config

Test API ]

C ds + Test Data

online
Randoop testing
version 4.2.3 ,‘
J J

e

test
JUnit
Test Cases

execution
Test Execution

k‘l—l—i

[ e ][ e

E._._ _______ System
; Monitor

System Under Test

resourge usage
code cqverage

‘| MQTT Broker

I I
1.
)

[ Custom Netty Client

,,,,,,,,

Build & Continuous Integration Pipeline




Architecture Overview

IOTLCPSS)

Trustworthy loT for (PS e

Test Execution

» Sequences generated by
Randoop are stored as JUnit
test cases

e JUnit test runner is used to
execute the tests

Test Case Generation
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Test Adapter

» API for interacting with an
MQTT broker in testing

» The API provides
1. Valid MQTT Commands
2. Attacks based on invalid or
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* A modified Netty lib is used to
communicate with the broker;
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____________________________

System Under Test

« The SUT is an IoT system or
device accessible via MOQTT
and/or an MOQTT broker

» Intest generation and
execution, the SUT is accessed
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» System specific monitoring
(e.g. MQTT broker loggin) is
optionally used to directly
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Example Generated Test Case

Covered scenario: Two clients interacting with a MQTT broker

@Test
Hpubklic woid test0l() throws Throwable {

J/* Creating Client & and connecting to broker */
MgttClientAdapter clienthA = new MgttClienthAdapter():
String strl = clienthA.connectQaS50() !
assertTrue(strl.equals ("HMgttConnick[/* ... */1"})/

J* Creating Client B and connecting to broker */
MgrtrClientiAdapter clientB = new MgrtClientAdapter() !
String str2 = clientB.connectQoS0()
assertTrue(str2.egquals ("MgttConnlick [/ ... =/1")):

J/* Client L subscribing to topic X */
String str3 = clientiA.subscrikbelntervallTopicXQoS1()
assertTrue(str3.eqgquals ("MgtoSublck[/* ... */17)):

/* Client B publishing to topic X and disconnecting */
MogttM=sgld mgttMsgldl = clientB.pubklishIntervallTopicXQoS1()
assertNotMull (mgttM=sgIdl) ;

clientB.disconnectQoS1()

f* Client A receiving message and unsubscribing =/
Btring strd4 = clienth.unsubscribelntervallTopicQoS1():

assertTrue (sctrd4.equals ("MgotUnsubfck [/ ... */]1")) !

-1
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Client A Broker Client B
i i
CONNECT
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_________________ CONNACK 4]
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e e SUBACK ]
PUBLISH (Topic=X, QoS=1, Msg=...)
,,,,,,,,,,,,,,,,,, PUBACK )
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List of Demonstration Attacks

« Sample attacks have been derived from common attack patterns (e.g. CAPEC, CVE)
» Following attacks have been implemented as part of the test adapter

# Description # Description

0 Check if the broker accepts two clients with the same id 14 connect with invalid protocol specifier (protocol="MQQT")
1 Invalid length of variable header (+1) 15 connect with invalid protocol version (protocol ver="42")
2 Invalid length of variable header (-1) 17 connect with bad will flag combination

4  send publish message with payload size of 128MB connect with usr/pwd flag set but without giving

5 Subscribe without payload credentials

7  subscribe with invalid wildcard in topic name 19 trigger keep alive (keepAlive=1)

8 subscribe with escape sequences in topic name 20 connect with big keep alive (keepAlive=INT\_MAX)

9 publish with escape sequences in payload 22 connect with invalid client identifier

10 publish with wildcards in topic name 23 subscribe with huge '/' payload

11 connect with invalid QoS (Both QoS Bits set -> QoS=3) 24 connect with empty client identifier

13 connect with long client identifier 25 connect bad Username (username UTF16 encoded)
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Demonstrator: Tutorial

« Required setup for generating and running tests

JDK 1.8+
MQTT broker running (default is localhost:1883)

« Test Generation
Usage: mqttrazzer-gen.bat MethodList Timeout
Example: mgttrazzer-gen.bat etc\methods MgttSingleClientAdapter.txt 10

« Test Execution
Usage: mqttrazzer-test.bat
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Demonstator: Step 1 — Setup

* Mosquitto Broker running
MQTT v3.1.1 broker

« Java OpenJDK 15

« Current working directory:
c:\work\mgttrazzer
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EX Command Prompt

C:\work\mgttrazzer>dir
Volume in drive € is Windows
Volume Serial Number is 6483-8755

Directory of C:\work\mgttrazzer

01.10 1:88 <DIR> .
config.properties
doc

etc

libs

LICENSE.TXT
MgttRazzer-1.8.0.jar
mgttrazzer-gen.bat
mgttrazzer-test.bat
README . md

src

260 bytes

816 bytes free

C:\work\mgttrazzer>java -version

openjdk version "15" 2028-89-15

Open]DK Runtime Environment (build 15+36-1562)

OpenJDK 64-Bit Server VM (build 15+36-1562, mixed mode, sharing)

C: \work\mgttrazzersjj

11
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Demonstrator: Step 2a — Test Generation
K EX Command Prompt — O ®
Runnlng mqttrazzer-genbat :::\wor_‘k\mqttraz_zer>mqttrazzer—gen etc\methods_MgttSingleClient.txt 1@
Wlth IISt Of adaptermethOdS glven EgEliz:-*E:JEEBEEE;;:::dGenerator{steps: @, null steps: @, num_set_]uenc:t_as_generated: a;
in methOdS_MqttS|ng|eCI|enttXt , nu;iiz;gg;isﬁiéueit;'g:l:eg?on seqs: @, error seqs: 8=0-=8, invalid seqs: @, subsumed_sequences: @
for a t|me I|m|t Of 10 Seconds runtimePrimitivesSeen:38)

Progress update: steps=1, test inputs generated-8, failing inputs-@ (Thu Oct @1 ©1:84:02 CES
T 2020 24MB used)subscribeTopice

Timeout reached

Randoop test generator is started 51353339.~ea.:hed

unsubscribeTopice
Timeout reached
publishReceiveQoS2

" Log output produced by test disconnect
adapter from communication with S
MQTT broker (commands sent TR g

__and response received) e e

connectQoS2Mgtt31
Received CONNACK
unsubscribeTopic®
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Demonstrator: Step 2b — Test Generation Results

E® Command Proempt - O X

Average method execution time (normal termination): 131
Average method execution time (exceptional termination): NaN

Approximate memory usage 23MB

Randoop test generat|0n reSU|tS’ Explorer = ForwardGenerator(steps: 18, null steps: 17, num_sequences_generated: 1;

allSequences: 1, regresson seqs: 1, error seqs: @=8-0, invalid seqs: ©, subsumed_sequences: @

Summary about eXpIored » num_failed output_test: @;
runtimePrimitivesSeen:38)
sequences

Mo error-revealing tests to output

About to look for failing assertions in 1 regression seguences.

Regression test output:
Regression test count: 1

Writing regression JUnit tests...
Created file C:\work\mgttrazzer\tests\src\at\scch\mgttrazzer\RegressionTest®.java

Source fIIeS Containing Junlt teSt Created file C:\work\mgttrazzer\tests\src\at\scch\mgttrazzer\RegressionTest.java

Wrote regression JUnit tests.

cases ertten by Randoop About to look for flaky methods.

Invalid tests generated: @

C:\work\mgttrazzer\tests\src\at\scch\mgttrazzer\RegressionTest.class

CIaSS f|IeS aftel' SUCCGSSfUI C:\work\mgttrazzer\tests\src\at\scch\mgttrazzer\RegressionTest@.class
. . . 2 file(s) moved.
compilation moved to tests\bin

C:\work\mgttrazzers>
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Demonstrator: Step 3a — Test Execution

EX¥ Command Prompt — O *

C:\work\mgttrazzer>dir tests\src\at\scch\mqttrazzer
Volume in drive C is Windows
Volume Serial Number is 6483-8755

Directory of C:\work\mgttrazzer\tests\src\at\scch\mqttrazzer

01:39 <DIR>
01:39 <DIR> .
91:39 87 RegressionTest.java

Java source files containing JUnit 01:39 207 E lonrest. Ja
. 1.16. 139 3 62 egressionlies « jJava
test cases written by Randoop 2 File(s) 5 469 bytes

2 Dir(s) 203 879 239 680 bytes free

NN NN
oo

2
2

C:\work\mgttrazzer>dir tests\bin\at\scch\mqttrazzer
Volume in drive C is Windows
Volume Serial Number is 6483-8755

Directory of C:\work\mgttrazzer\tests\bin\at\scch\mqttrazzer

01:39 <DIR>

01:39 <DIR> .

91:39 RegressionTest.class

91:39 222 RegressionTest@.class
2 File(s) 762 bytes

Class files after successful
compilation ready for execution

NN NN
oo

2 pir(s) 283 : 680 bytes free

C:\work\mgttrazzer>
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Demonstrator: Step 3b — Test Execution Results

EX¥ Command Prompt — O *

Batch file mqttrazzer-test.bat \? C:\work\nqttrazzeromqutrazzer-test.bat
executing JUnit test runner

.subscribeTopice
Timeout reached
.pingQose
Timeout reached

/Log Output ShOW”’]g MQTT .unsubscribeTopice

Timeout reached

commands and responses from -publishReceiveqos2

.disconnectQos2
broker; log produced by adapter e rren
\called from executed JUnit tests g

unsubscribeTopice
Received UNSUBACK

Time: 3,851
Successful execution of oKk (6 tests)
generated tests (i.e. no deviations
found in regression test run)

C:\work\mgttrazzer>
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Evaluation Results

https://github.com/and https://activemq.apach

https://mosquitto.org B Sl https://www.emgx.io https://vernemg.com
Version 1.6.8 0.13 5.15.12 4.0.6 1.10.2
Errors reference >500 219 198 585
Failures reference >300 18 64 0

Comparison of behavior of MQTT broker with reference implementation (Mosquitto)
by running regression tests generated for reference on other broker implementations

Analysis resultst: 28 Security relevant issues discovered

1 Sochor, H., Ferrarotti, F., Ramler, R.: Automated security test generation for MQTT using attack patterns. In
Proceedings of the 15th International Conference on Availability, Reliability and Security (pp. 1-9). ACM, 2020.
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For further information please contact:

Rudolf Ramler
rudolf.ramler@scch.at

Software Competence Center Hagenberg Gmbh,
Austria, https://www.scch.at

= Federal Ministry
F FG Republic of Austria
Climate Action, Environment,
Promoting Innovation. Energy MObi'ity

Innovation and Technology
Projectpartner The IoTACPS project is partially funded by the “ICT of the Future” Program of the FFG and the BMK.
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