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Legal Notices 

The information in this document is subject to change without notice. 

The Members of the IoT4CPS Consortium make no warranty of any kind with regard to this 

document, including, but not limited to, the implied warranties of merchantability and fitness 

for a particular purpose. The Members of the IoT4CPS Consortium shall not be held liable for 

errors contained herein or direct, indirect, special, incidental or consequential damages in 

connection with the furnishing, performance, or use of this material. 

 

The IoT4CPS project is partially funded by the "ICT of the Future" Program of the FFG and the 

BMVIT. 
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1. Published Work 

Over the last three years, the IoT4CPS project has addressed the challenges arising from the 

use of information and communication technologies (ICT) in real industrial environments. 

The extensive project results are now available to the Austrian economy for an accelerated 

time-to-market of real industry 4.0 applications as well as developments in the field of 

autonomous driving. The fruitful partnership between 16 consortium partners from industry 

and science should now clear the way for targeted follow-up projects. This way, theoretical 

knowledge gains in IoT Security will lead to concrete IoT implementations. A press release 

issued in December 2020 comprises achievements of the three year journey and emphasizes 

on their potential to establish a strong connectivity at a European level. Click here to read to 

full press release. 

1.1 Posters 

The intentions and processes of all work packages were illustrated in the form of posters. The 

overall aim of this rather simplified illustration is to present our results to the Austrian society 

in a comprehensible way. The posters provide a basis for the compact description of all 

contents summarized in the white papers. All posters can be viewed in detail in the upcoming 

section. 

https://www.ait.ac.at/fileadmin/cmc/downloads/PAs/2020/AIT_PA_2020_IoT4CPS.pdf
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1.2 White Papers 

While the technical deliverables provide in depth insights for those familiar with the covered 

subject, the white papers will make the project´s content accessible to potentially 

interested individuals on a large scale. 

 

White Paper Work Package 3: Safety & Security Design & Methods 

Complex Cyber Physical Systems (CPS) require to have dependable security embedded 

already at their design stages in order to avoid invasion of privacy as well as to ensure safety 

at all times. 

View here 

 

White Paper Work Package 4: Security Verification & Analysis 

The digitalization and the increasing connectivity of (critical) cyber-physical objects enable 

the development of new applications but also lead to new safety and security related 

requirements in the design, testing, production and operation of these systems with 

resource constrained devices. 

View here 

 

White Paper Work Package 5: IoT Life-Cycle Management 

The information complexity of smart cities and smart factories is on the rise, with more 

smart vehicles getting on the roads and more infrastructures embracing computer-assisted 

technologies, IoT- and CPS-based devices. 

View here 

 

White Paper Work Package 6: Use-Case Applications in Automated Driving 

The present automotive megatrend of driving automation [Schramm, 2013] is a substantial 

contributor to the Grand Societal Challenges. 

View here 

 

White Paper Work Package 7: Use-Case Applications in Industry 4.0 

Smart production is characterized by increased dynamicity in configuration, system 

context, system environments and even tasks. 

View here 

 

White Paper Work Packages 2 & 8: Use-Case Objectives 

Analyzation of the state of the art business needs as well as consolidation of respective 

technology needs will consequently improve the applicability and benefits of technological 

https://iot4cps.at/wp-content/uploads/2020/12/WP3_WhitePaper.pdf
https://iot4cps.at/wp-content/uploads/2020/12/WP4_WhitePaper.pdf
https://iot4cps.at/wp-content/uploads/2020/12/WP5_WhitePaper.pdf
https://iot4cps.at/wp-content/uploads/2020/12/WP6_WhitePaper.pdf
https://iot4cps.at/wp-content/uploads/2020/12/WP7_WhitePaper.pdf
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developments 

View here  

 

1.3 Public Deliverables 

Over the duration of the project, more than 40 deliverables were created. 34 of them have 

been made available to the public on the project website. The detailed reports, most of which 

are technical, are intended to form the basis for clarifying specific questions and for possible 

further research. 

View all public documents here  

 

1.4 Publications 

Over the course of the past three years, the IoT4CPS consortium has achieved numerous 

accepted papers at well-known and high-ranked scientific conferences. Dissemination of 

project findings took place at venues in Europe, the US and Asia. A complete list of all 

publications can be found on the projcet website. 

View all publications here 

 

1.5 Technical Results – Repository 

The IoT4CPS project has created a framework consisting of guidelines, tools & methods and 

demonstrators for coping with the cyber-security challenges in autonomous vehicles and 

smart production. The IoT4CPS repository lists all relevant sources of documents 

consolidated in one database. These documents intend to support digitalization along the 

entire product lifecycle and accelerating the time-to-market in the development of 

connected and autonomous vehicles. The achievement compiled in the repository comprise 

the following items. 

https://iot4cps.at/results/posterswp/
https://iot4cps.at/results/deliverables-and-publications/
https://iot4cps.at/results/publications/
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Click here to download the full repository. 

 

2. Workshop Organisation & Non Scientific Dissemination 

 
The IoT4CPS consortium executed numerous community outreach activities over the past 

year. Various approaches (e.g., lightning talks, networking sessions, panel discussions) 

enabled us to target most diverse peers. Over the past three years, the IoT4CPS project was 

introduced at numerous national and international venues. National plaforms were 

particularily used for community outreach and networking activities. International venues 

helped distribute scientific findings and establish contacts in  

the international scientific field. The overall number of appearances at non scientific events 

can be quantified with almost 100. 

 

 

https://iot4cps.at/results/repository/
file:///C:/Users/jpammer/Downloads/2020-12-09_IoT4CPS-Repository-Database%20(2).pdf
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2.1 Workshop Organisation and Non-Scientific Dissemination 

 

The following section shall provide insights into workshops and events with the highest reach 

and impact creation in the second half of the project. On the European level the lighthouse 

character of the project was reflected by the representation of AIT at the second stakeholder 

workshop on industrial IoT (16.05.2019, Brussels). Another example where stakeholders were 

brought together is the digitization workshop where results from IoT4CPS among others 

were discussed with a special focus on the topic trust (19.08.2019, Vienna). An important 

milestone to the project´s sustainability concept was the execution of the second edition of 

the WISI workshop (Workshop on Industrial Security and IoT) at the virtual ARES & CD-MAKE 

2020 (25.-28.08.2020, originally planned at UCD Dublin). The objective of the workshop was 

to support knowledge exchange and networking between researchers in the field of Industrial 

IoT Security, with the specific focus on the flagship project IoT4CPS. The participants in the 

workshop included the authors of the accepted papers which are coming from Austrian 

research institutions and industrial partners, as well as the general ARES audience which 

joined the workshop. Another successful break out session on “Trust in complex cyber-

physical environments” was conducted at IDSF 2020 (03.12.2020).  

The project partners from IoT4CPS agree that a holistically considered IoT security in cyber-

physical systems will be a "living" scientific-industrial focus topic also in the following years. 

The extensive project results are now available to the Austrian economy for an accelerated 

time-to-market of real Industry 4.0- applications, developments in the field of "autonomous 

driving" and for many other scenarios, in order to strengthen Austria's position as a 

technology location in the long term. In order to create the highest possible impact on a 

national level, the official project closing was thus conducted as a break out session at the 

2020 Summit Industrie 4.0 (10.12.2020). This enabled the consortium to make results and 

achievements as well as potential future challenges visible to almost 100 participants from 

industry and research. 
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2.1.1 Second WISI Workshop at ARES & CD-MAKE Conference 2020 

 

The 2020 edition of the ARES & CD-MAKE conference was conducted as a remote event with 

over 300 participants from 43 nations. The event focuses on bringing together researchers in 

order to exchange ideas and present their current work. Unfortunately, due to well-known 

situation with the coronavirus, the event was held online. Similar to the 2019 edition, the 

Program Committee was strongly supported by the IoT4CPS scientific and industrial 

community. The 2020 WISI workshop accepted 5 submissions, with a focus on cybersecurity 

for IoT, mobile devices and industrial devices, as well as network intrusion detection and 

testing for security. Apart from that the workshop helped further deepen the collaboration 

between IoT4CPS consortium partners. 

 

2.1.2 Trust in Complex Cyber-Physical Environments – IoT4CPS @ IDSF 2020 

 

Under the motto “Security in times of pandemics and major global events”, the IDSF 2020 

was organized as a virtual conference from 02.12.-03.12.2020 by the AIT Austrian Institute for 

Technology and the Austrian Chamber of Commerce (Wirtschaftskammer Österreich – 

WKO). The IoT4CPS consortium hosted a break out session on “Trust in Complex Cyber-

Physical Environments” on December 03.The session was joined by more than 30 participants 

from research and industry. A wide field of professional backgrounds provided a fruitful 

baseline for in-depht discussion on future challenges and legal aspects in the fields of 

autonomous vehicles and industry 4.0. 

 

Rewatch the full session “Trust in Complex Cyber-Physical Enviroments” here. 

View all details about IDSF 2020 here. 

 
 

2.1.3 Security in Industry 4.0 – IoT4CPS Project Closing @ Summit Industrie 4.0 

 

The IoT4CPS consortium hosted a keynote session and parallel session in the course of this 

year´s virtual Summit Industrie 4.0 organized by Plattform Industrie 4.0. The session was 

kicked off with welcome notes from Michael Wiesmüller (Ministry for Climate Action, 

https://www.youtube.com/watch?v=hzYih2gqEw8
https://idsf.io/
https://plattformindustrie40.at/5-summit-industrie-4-0-oesterreich-am-10-12-2020/
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Environment, Energy, Mobility, Innovation and Technology) and Helmut Leopld, AIT 

Austrian Institute of Technology GmbH. After a talk from Stefan Mangard, TU Graz, on “Why 

is more security research necessary?”, IoT4CPS project leader Mario Drobics, AIT Austrian 

Insitute of Technology GmbH, introduced findings and achivements of the project and 

explained “How to establish trust in complex cyber-physical environments like autonomous 

vehicles and connected factories”. In the consequent session “From research to application: 

How companies are using IoT4CPS” Nikolaus Dürk (X-Net Services GmbH) and Eric 

Armengaud (AVL List GmbH) provided insights into the application of project findings. The 

session concluded with future prospects. Peter Kerschl (FFG), Violeta Damjanovic-Behrendt 

(Salzburg Research), Konstantinos Georgoulias (EIT Manufacturing East) and Günther Goach 

(President Carinithian Chamber of Labor) discussed future projects and potential 

collaborations.  

2.1.4 Impressions 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

View all details about Summit Industrie 4.0 here. 
 

 

https://plattformindustrie40.at/wp-content/uploads/2020/07/Industrie4.0_Programm_Summit2020_0612.pdf
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3. Results & Outlook 

The IoT4CPS project has provided all involved partners with extensive scientific groundwork 

with a high degree of practical relevance. The goal is to bring the topic of security in the 

context of IIOT to a wider European research audience as part of the new European research 

program “Horizon Europe”. The project results very clearly reflect the combined 

technological competence of Austria´s leading industrial companies and research partners. 


